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OIIPEJAEJIEHUSA

B HacTtosiiiemM TOKyMEHTE HCHOJIb3YIOTCS CIEAYIOIIUEe TEPMUHBI U UX OMpeeie-
HUS.

ABTOMATH3MPOBAHHAS CHCTEMA — CHCTEMa, COCTOSIIAs M3 MepcoHana U KOM-
IJIEKCA CPEJCTB aBTOMATHU3alMU €ro JEATEIbHOCTH, PEau3yromas MH(POPMALMOHHYIO
TEXHOJIOTUIO BBIMOJHEHUS! YCTAHOBIICHHBIX (DYHKITUH.

AyTeHTH(PUKALIMSA OTIPABUTEJIA JAHHBIX — MIOJITBEPKICHUE TOTO, YTO OTIPABU-
TE€JIb MTOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onmacHOCTh NMEPCOHANBHBIX [JAHHBIX — COCTOSHHUE 3aIlUIIEHHOCTH IEpPCo-
HaJbHBIX JAHHBIX, XapaKTEPU3yeMO€ CHOCOOHOCTHIO TOJIH30BATENCH, TEXHUYECKUX
CpelCTB U MHPOPMAIIMOHHBIX TEXHOJOTHN o0ecneynTh KOH(PUACHIIMAIBHOCTD, IIEJIO0CT-
HOCTh ¥ JIOCTYITHOCTh MEPCOHATBHBIX JJAHHBIX MPU UX 00pabOTKe B MHPOPMAIIMOHHBIX CH-
CTEMax MEPCOHAJIbHBIX TAHHBIX.

BbuoMerpuyeckue nepcoHa bHbIE JaHHbIE — CBEICHUS, KOTOPBIE XapaKTEPU3YIOT
dbuznonornyeckre 0COOCHHOCTH YEJIOBEKa U HA OCHOBE KOTOPBHIX MOKHO YCTaHOBUTDH €T0
JMYHOCTD, BKJIOUYasi Gororpaduu, OTIEeUaTKH MajablleB, 00pa3 ceTyaTKH Tiia3a, 0COOCH-
HOCTH CTPOCHHUS Tejia U APYTyIo MOA00HYI0 HH(OPMAILIUIO.

BioknpoBaHue nepcoHaNbHBIX JAHHBIX — BPEMEHHOE TIpeKpalienue coopa, cu-
CTEMaTU3alluK, HAKOIUICHHUS, UCIIOJIb30BAHUS, PACIIPOCTPAHEHUS, IEPCOHABHBIX JAHHBIX,
B TOM YHCJIE UX MEpeaayun.

Bupyc (KOMNbIOTEpPHBIH, MPOrPAMMHBIN) — UCHOJHIEMBIN MPOrPAMMHBIN KO/
WIM WHTEPIPETUPYEMbIii Ha0Op MHCTPYKIUN, 00Ialalomuidi CBOMCTBAMH HECAHKITMOHHU-
POBAHHOTO pacTpOCTpaHEHUss U camoBocIpousBeneHus. Co3naHHble TyOIUKAThl KOMIIb-
IOTEPHOTO BHpYyca HE BCETJa COBMAJAIOT C OPUTHHAJIOM, HO COXPAHSIOT CIIOCOOHOCTH K
JaJTbHENIIEMY PACTIPOCTPAHEHUIO U CAMOBOCIPOU3BEAEHHUIO.

Bpenonocnasi nporpamMma — nporpamMmma, npeaHa3HaueHHas JJIsl OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyINa M (W) BO3JCHUCTBUS Ha MEPCOHAJbHBIC JTAHHBIC WIU
pecypchl MHPOPMAIIMOHHON CUCTEMbI TIEPCOHAIBHBIX JaHHBIX.

BcnomoraresibHbIE TEXHUYECKHE CPEACTBA U CHCTEMbI — TEXHUYECKUE CPEACTBA

N CUCTCMbI, HC MMPCAHA3HAYUCHHLBIC IJIA MCpCaaydn, O6pa6OTKI/I M XpaHCHUA IICPCOHAJIBHBIX



JAHHBIX, YCTAHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEICTBAMH U CHUCTEMAaMHU,
npeaHa3sHauYeHHBIMH JUIsE 00pabOTKH MepCOHATBHBIX JAaHHBIX WM B IOMEUIEHUSX, B KO-
TOPBIX YCTAHOBJICHBI TH(POPMAIIMOHHBIE CUCTEMBI IIEPCOHATBHBIX JIAHHBIX.

JlocTyn B onepanmMoHHYI0 cpeay KoMmnbioTepa (MHGPOPMAIMOHHOMW CHCTEMbI
MEePCOHAJIBHBIX JaHHBIX) — [TOJIyYEHHE BO3MOYKHOCTH 3aIlyCKa Ha BBIIOJIHEHUE LITAT-
HBIX KOMaH]l, (DYHKILWH, TPOLETYp OMEPAIMIOHHON CUCTEMbI (YHUUYTOXKEHHS, KOITUPOBa-
HUS1, IEPEMEIICHUS U T.11.), UCTIOTHIEMbIX (DAlIOB MPUKIIAAHBIX ITPOTPAMM.

Joctyn k ungopMamuu — BO3SMOXHOCTb MOTy4eHHUs HH(OPMALIUHU U €€ UCIOJIb-
30BaHUS.

3akj1a/l04HOe YCTPOICTBO — DJIEMEHT CPEACTBA cheMa HH(GOPMAILIMHU, CKPBITHO
BHEJIPSEMBIN (3aKJIa/IbIBACMBbI WJIM BHOCHMBIN) B MECTa BOSMOXKHOTO CheMa hH(popMa-
11K (B TOM YHCIIE B OTPaXKICHUE, KOHCTPYKIIUIO, 000PYAOBaHKE, MPEIMETHI HHTEPhEPA,
TPAHCIOPTHBIC CPECTBA, a TAKKE B TEXHUUECKHUE CPEJCTBA U CUCTEMBI 00pabOTKH MH-
dbopmanumn).

Bamuumaemasi uHopmanus — HHGOPMAIWS, SBISIONIASICS TMPEIMETOM COO-
CTBEHHOCTH W TIOJJIS)KAIIIAs 3alIUTE B COOTBETCTBUU C TPEOOBAHHSIMU MPABOBBIX JIOKY-
MEHTOB WJIM TPEOOBAHUSMH, YCTAaHABIMBAEMBIMI COOCTBEHHUKOM MH(OPMAITUH.

NnenTudukamus — MpUCBOCHUE CyOhEKTaM U OObEKTaM JOCTyIa UACHTH(UKA-
TOpa U (WIK1) CpaBHEHHE MPEIBSIBIIIEMOTO UACHTU(DHUKATOPA C MEPEYHEM MPUCBOEHHBIX
UIEHTU(PUKATOPOB.

HNudopmaTUBHBIA CUTHAJ — DJIEKTPUYECKHUE CUTHAJBI, aKyCTHYECKUE, DIIEKTPO-
MarHuTHbIE U Apyrue GU3MYECKUe MoJisl, IO apaMeTpaM KOTOPbIX MOXKET ObITh PaCKphITa
KoH(puAeHIManbHas nHpopMals (TepcoHANbHBIE JTaHHBIE) 00pabaThiBaeMasi B UHGOP-
MAIMOHHOM CUCTEME MEPCOHATLHBIX JTAHHBIX.

Nudopmanuonnas cucrema nepcoHaiabubiX J1aHHbIX (MCIIAn) — nndopmanu-
OHHAsl CUCTEMa, MPEJICTABIISIONAs COO0W COBOKYIMHOCTh MEPCOHANBHBIX JaHHBIX, COJIEP-
Kalmuxcs B Oase JaHHBIX, a TaKXE I/IH(i)OpMaLII/IOHHBIX TEXHOJIOTUH M TEXHHYECKHX

CpCACTB, MO3BOJIAIOMINUX OCYHICCTBIIATD o6pa60TKy TaKUX IICPCOHAJIBHBIX HAHHBIX C HUC-

IMOJIb30BAaHNWECM CPCACTB aBTOMATHU3allNH NUJIN 0e3 UCIOoIL30BaHNs TAKUX CpCacTB.



HNudopManmoHHbIe TEXHOJIOIHMH — ITPOLIECCHI, METO/IbI TIOMCKA, cOOpa, XpaHEHMS,
00pabOTKH, MPEIOCTABICHNS, paCIPOCTpaHeHUsT MHGOPMAIIMU U CIIOCOOBI OCYIIECTBIIC-
HUS TAaKUX MPOIECCOB U METOJIOB.

Hcnosib30BaHMe NMEPCOHANbHBIX JAHHBIX — JICUCTBUs (OMEpaIii) ¢ MepCoHalb-
HBIMU JIaHHBIMH, COBEPIIIACMbIC OMEPATOPOM B IEIISIX NPUHSATHS PEIICHUN MK COBEpIIIe-
HHA NHBIX HeﬁCTBHﬁ, MOPOXKAAOIUX IOPUANICCKUC TTOCIICACTBUA B OTHOHICHHUN CY6’BCK-
Ta MEPCOHAIBHBIX JAHHBIX WM JIPYTHX JIHIl TU00 HHBIM 00pa30M 3aTpardBaroIMX MpaBa
u CBO6OI[BI Cy6’BCKTa INCPCOHANIbHBIX AAHHBIX WJIX APYIUX JIWII.

HcTounnk yrpo3npl 0e3omacHocTH WH(popmamum — CYOBEKT OCTyMa, MaTepH-
aNbHBIA OOBEKT WM (PU3MYECKOE SIBIICHUE, SIBIISIOIIMECS NPUYMHOW BO3HMKHOBEHUSI
yIpo3bl 0€301aCHOCTH UH(GOPMAIUK.

KoHTposmmpyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPUS, 3MaHNE, YaCTh 3JaHus, TI0-
MEIIIEHUE), B KOTOPOM UCKITIOYEHO HEKOHTPOJHPYEMOe MpeObIBaHNE MTOCTOPOHHUX JIUIL, &
TaKKE TPAHCTIOPTHBIX, TEXHUYECKUX M MHBIX MaTEPHATIbHBIX CPEICTB.

KonduaeHnMalbHOCTh MEPCOHATBHBIX JaHHBIX — 00s3aTENILHOE IS COOJTIOIE-
HUS OIEPAaTOPOM WM WHBIM TOJYYHBIIMM JOCTYIT K TIEPCOHATIBHBIM JaHHBIM JIUIIOM
TpeboBaHUE HE JIOIMyCKaTh UX PaclpOCTpaHeHHe 0e3 coriacusi CyOheKTa MmepCoOHATBHBIX
JTAHHBIX WJTM HAJTMYHS HHOTO 3aKOHHOTO OCHOBAHWUSI.

Me:kceTeBOii IKpaH — JIOKAJTHHOE (OJHOKOMIIOHEHTHOE) WIH (DYHKIIMOHAIHHO-
pacrpeiesieHHOE IPOrpaMMHOE (ITPOrpaMMHO-aNIapaTHoe) CPEACTBO (KOMILIEKC), pea-
JIMBYIOIIEe KOHTPOJIb 3a MH(OpMaIen, mocTymnaronield B tHPOPMaIMOHHYIO CUCTEMY
TIEPCOHATLHBIX TAHHBIX U (FJTH) BBIXOAAIICH 13 MH(POPMAITMOHHOW CHCTEMBI.

Hapymmurenb 6e30MaCHOCTH MEPCOHANBHBIX JAHHBIX — (PH3UYECKOE JIUIIO, CITY-
YalHO WM TPEIHAMEPEHHO COBEPIIAIONICE JCKUCTBUS, CIECACTBHEM KOTOPBIX SIBIISIETCA
HapylieHue Oe30MacHOCTH TIEPCOHANIBHBIX JIAHHBIX TMPU HUX 00pabOTKe TEXHUYECKUMHU
CpencTBaMH B HH()OPMAIMOHHBIX CHCTEMaX TIEPCOHABHBIX JaHHBIX.

HeaBromaTuznpoBaHHasi 00padoTKa NePCOHAJBHBIX [JAHHBIX — 00paboTKa

NEPCOHAIBHBIX JAaHHBIX, COACPKAIIMUXCA B PIH(bOpM&HI’IOHHOfI CUCTEMC IICPCOHAIIBHBIX

JAHHBIX JTMOO M3BIICYEHHBIX M3 TAKOW CHCTEMBI, CUUTACTCS OCYIIECTBICHHOW 0e3 mc-



TI0JIb30BaHMS CPEACTB aBTOMATU3AIMY (HEaBTOMATU3UPOBAHHOM), €CJIN TaKue JICHCTBUS C
NEpCOHAJIbHBIMN JaHHBIMH, KAaK HCIIOJIb30BAHUC, YTOUYHCHHUC, PACHPOCTPAHCHUC, YHHU-
YTO)KCHHUE MEPCOHAIBHBIX JAHHBIX B OTHOIICHHU KaXKIOTO U3 CyOBEKTOB MEPCOHANBHBIX
JIAHHBIX, OCYIIECTRIISFOTCS IPH HETMIOCPEICTBEHHOM yYaCTHH YEJI0BEKA.

HenexkjapupoBaHHbIle  BO3MOKHOCTH —  (DYHKIIMOHAJIGHBIE  BO3MOXKHOCTH
CPEJICTB BBIUYMCIIUTEIBHOW TEXHUKH, HE OMHCAHHBIC WM HE COOTBETCTBYIOIIME OMMCAH-
HbIM B JIOKYMEHTAIIUW, TIPU UCIIOJIb30BAaHUM KOTOPHIX BO3MOXHO HApYIIECHHE KOH(U-
JEHIMATBHOCTH, TIOCTYITHOCTH WJTH LIEJIOCTHOCTH 00padaTbiBacMoi HH(popMaIiiy.

HecaHKIMOHUPOBaHHBIN J0CTYNI (HeCAHKIIMOHUPOBAHHBbIC [elCTBHA)— JI0-
CTyM K MH(OpMAaIMU WK ASUCTBUS ¢ HHPOpMAITUEH, HapyIIArOIIMe TpaBuiia pa3rpaHu-
YEHUs JJOCTYIIA C UCTOJIb30BAHUEM IIITATHBIX CPEJICTB, MPEIOCTABISIEMbIX HH(OpMaIIK-
OHHBIMU CUCTEMaMU MEPCOHAIIbHBIX JAHHBIX.

Hocurenb nngopmanum — Guznyeckoe U0 I MaTepUATIbHBIN 0OBEKT, B TOM
yrcie GU3nIecKoe mosie, B KOTOpoM UH(OpMaIvsi HAXOJUT CBOE OTPAKEHHUE B BUIIE CHM-
BOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U TPOIIECCOB, KOJIMYECTBEHHBIX Xa-
PaKTEPUCTUK (HU3UYECKUX BEITUYMH.

Ofe3MnunBaHNe MEPCOHANBHBIX JAHHBIX — JICUCTBHS, B PE3yJbTaTe KOTOPHIX
HCBO3MOXHO OIPECACIINTD IMPUHAIIC)KHOCTDb IICPCOHAJIBHBIX NAHHBIX KOHKPETHOMY Cy6’b-
CKTY IICPCOHAJIBHBIX HdHHBIX.

O0pa6oTKa MepPCOHANBHBIX JAHHBIX — JACUCTBUS (OMEpalvy) C IEPCOHATLHBIMU
JTAHHBIMH, BKJIIOUYasi cOOp, CHCTEMATH3AIlMIO, HAKOIUICHHE, XpaHeHUE, YTOYHeHHe (00-
HOBJICHUE, U3MEHEHHUE), UCMOIb30BaHUE, PACIIPOCTPAaHEHHE (B TOM YHMCIE Iepenavy),
00e3IMurBaHne, OJIOKUPOBAHKUE, YHUUTOKEHHUE TIEPCOHAIBHBIX JaHHBIX.

O6menocTynHbIe MePCOHAbHbIE JaHHBIE — IEPCOHANBHBIC JJAHHBIC, JIOCTYII He-
OrPaHMYCHHOTO KPyTa JIMI[ K KOTOPBIM MPEIOCTABICH C COTJIachsi CyOBhEeKTa IepCOHAab-
HBIX JAaHHBIX WJIHW Ha KOTOPBIC B COOTBCTCTBHUHU C (I)eﬂepaHBHBIMI/I 3dKOHaAMM HC pacCIpo-
cTpansieTcs TpeboBaHrEe COOII0ICHNUS KOH(PUACHITNATBHOCTH.

Onepartop (MepcoHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIN OpraH, MyHULIUIIAIb-

HBIA OpraH, IOPUINYECKOe WM (PU3NYECKOEe M0, OPraHu3yloliee U (WIM) OCYILECTB-



Jstroriee 00pabOTKy NMEPCOHATBHBIX JJAHHBIX, a TAKXKE ONPEJIENISIONINE e U CoAepkKa-
HUE 00pabOTKHM EPCOHATBHBIX JIAHHBIX.

TexHuyeckue cpeacTBa HH(POPMAIUOHHOW CHCTEMBbI NEPCOHAJBHBIX [IaH-
HBIX — CPEJICTBA BBIUMCIIUTEIBHON TEXHUKH, WH(POPMAIIMOHHO-BBIUMCIIUTEBHBIE KOM-
IUIEKCBI M CETH, CPEJICTBA U CUCTEMBI Tiepeiauu, ipruema u oopadbotku [1/IH (cpeacta u
CUCTEMBI 3BYKO3AIINCH, 3BYKOYCUIICHUS, 3BYKOBOCIIPOU3BEICHUS, [IEPETOBOPHBIE U TEIIE-
BU3UOHHBIC YCTPOWCTBA, CPEACTBA U3TOTOBJICHHUS, TUPAKUPOBAHUS JIOKYMEHTOB U JIPY-
e TEXHUYECKHUE CPEJICTBA OOpadOTKU peueBOM, rpaduueckoi, BUAECO- U OyKBEHHO-
g poBoi MH(POpMAaIHK), IPOrPAMMHbBIEC CPENICTBA (ONEPAIMOHHBIE CUCTEMBI, CHUCTEMBbI
yrpaBiieHUs] 0a3aMH JIaHHBIX U T.I1.), CPEICTBA 3aIUThl UHPOPMAIUK, IPUMEHSIEMbIC B
UH(OPMAITMOHHBIX CUCTEMAX.

IlepexBar (MHpoOpManuM) — HEPABOMEPHOE NMOJIyYeHHE MH(POPMAIIUU C UCTIOJIb-
30BaHHUEM TEXHUYECKOTO CPEJCTBA, OCYILECTBISAIOUIETO OOHApyKeHHE, NMpUEM U oOpa-
00TKY MH(OPMATUBHBIX CUTHAJIOB.

IlepconajibHbIe AaHHBbIE — JTt00asT HHPOPMAIIHS, OTHOCSIIASACSA K ONPEACTICHHOMY
WIA OTpEeIieMOMY Ha OCHOBAaHWMHU TakoW nH(opmaruu (uznueckomMy JMiy (CyOBbeKTy
NIEPCOHANBHBIX TaHHBIX), B TOM YUCIE €ro (paMuius, uMs, OTYECTBO, O/, MECSIl, JaTa U
MECTO POXACHHUS, aJIpec, CEMEHHOe, COLIMaIbHOE, UMYLIECTBEHHOE MOJI0KEHUE, 00pazo-
BaHue, mpodeccusi, 10X bl, Ipyras uHhopMaIlus.

Ilo0ouHbIe IIeKTPOMATHUTHBIE M3JYYeHHS M HABOJKHU — DJIEKTPOMArHUTHEIC
U3ITyYeHUs TEXHUYECKUX CPEICTB 00pabOTKM 3aluiaeMor HHPOpMaIliy, BOSHUKAOIIINE
KaK MMOOOYHOE SIBJICHUE U BBI3BAHHBIC DJICKTPHUECKUMU CUTHATIAMHU, IEHCTBYIOIUMU B UX
AJIEKTPUYECKUX U MATHUTHBIX LIEMAX, @ TAK)KE AJIEKTPOMATHUTHBIE HABOJIKU 3THUX CUTHA-
JIOB HA TOKOIPOBOAALINE TUHUH, KOHCTPYKIIMH U LEMH MUTaHUSI.

IMoauTHKA «YUCTOr0 CTOJIA» — KOMIUIEKC OPTaHU3AIIMOHHBIX MEPOIIPHUATHH, KOH-
TPOJMPYIOMIMX OTCYTCTBUE 3alMCBhIBaHUS HA OyMakHbIE HOCUTENHU KIIIouel U aTpuOyTOB
nocTymna (mapojei) u XpaHeHus1 uX BOJIM3U 00BEKTOB IOCTYIIA.

IMoan30BaTes b HHPOPMAIMOHHONH CHCTEMbI MEPCOHAJBHBIX JAHHBIX — JIUIIO,
ydacTBymollee B (PyHKIMOHMPOBAHUUA HH(DOPMALMOHHON CHCTEMbI MEPCOHATIBHBIX JaH-

HBIX WJIM UCHOJB3YIOIIEe PE3YbTaThl €€ (yHKIIMOHUPOBAHMUS.
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IIpaBuia pasrpaHM4YeHUsi JOCTYNA — COBOKYIIHOCTb IIPaBUJ, PErIaMEHTUPYIO-
IIMX paBa JOCTyNa CyObEKTOB JOCTYyMa K 00bEKTaM JOCTyIa.

IIporpammHasi 3aKJaKa — KOJ IIPOrpaMMBI, IIPEIHAMEPEHHO BHECEHHBIN B IPO-
rpaMMy C IEJIbIO OCYIIECTBUTH YTEUKY, U3MEHHUTD, OJIOKHPOBATh, YHUUTOKUTH UH(OpMA-
[IUIO WIM YHUYTOXXHUTh U MOAU(PHUIMPOBATH MpOrpaMMHOE obecriedyeHre nH(pOpMaIoH-
HOW CHUCTEMBI IEPCOHAIBHBIX JaHHBIX U (WIK) OJOKUPOBAThH allllapaTHbIE CPEICTBA.

IIporpaMMHoe (IPOrpaMMHO-MATEMATHYECKO0e) BO3AeiiCTBHE — HECAHKIIMOHU-
pOBaHHOE BO3JEHCTBUE HAa PECYypChl aBTOMATU3UPOBAHHONW MH()OPMALIMOHHOW CHCTEMBI,
OCYUIECTBIISIEMOE C UCIIOJIb30BAHUEM BPEJOHOCHBIX IIPOIPAMM.

PackpbiTHE NEPCOHATBHBIX JAHHBIX — YMBIIUJIEHHOE WU CIIy4ailHOE HApyILIEHHE
KOH(QUACHIIMAIBHOCTY NIEPCOHANBHBIX JaHHBIX.

PacnpocTpaHenne nmepcoHAJbHBIX JAaHHBIX — JCHCTBUSA, HAaIpaBJICHHbIC HA Iie-
penady NEepCOHANBHBIX JAHHBIX ONpPENEICHHOMY Kpyry Jul (mepenada NepcOHAIbHBIX
JAHHBIX) WIM Ha O3HAKOMJICHHE C NEPCOHAJIBHBIMHU JAHHBIMU HEOTPAaHUYEHHOI'O KpyTra
JUL, B TOM 4YuCie OOHApOJOBAHHE MEPCOHAIBHBIX JAaHHBIX B CPEACTBAX MAacCOBOM WH-
dopMmanuu, paszMelieHHe B HMHPOPMAIMOHHO-TEIEKOMMYHUKAIMOHHBIX CETAX WM
IPEeI0CTaBIEHUE AOCTYNA K NEPCOHAbHBIM JAHHBIM KaKUM-JTMOO MHBIM CIIOCOOOM.

Pecypc nndopmanuoHHON cUCTEMbI — IMEHOBAHHBIA JIEMEHT CUCTEMHOIO, TIPH-
KJIQJHOTO MJIM amnmapaTHOro obecredeHus (yHKIIMOHUPOBAHHUS WHGOPMAIMOHHOW CH-
CTEMBI.

CrnenuajbHble KATErOpuM MEPCOHATBbHBIX JAHHBIX — NEPCOHANBHBIE JaHHbBIE,
KaCaroLIMeCs: pacoBOM, HAIMOHAJIBHOW MPUHAIUICKHOCTH, MOJIUTHYECKUX B3IVIS0B, pe-
JUTHO3HBIX WK (PUIOCOPCKUX YOEKIEHUN, COCTOSIHUS 3/I0POBbSI 1 MHTUMHOM >KM3HU
cyOBbeKTa MepCcoHaNbHBIX JAHHBIX.

CpeacrBa BbIYMCIHUTEIbHON TEXHMKH — COBOKYITHOCTb IIPOIPAMMHBIX Y TEXHU-
YECKUX AJIEMEHTOB CHUCTEM OOPaOOTKH JaHHbBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMO-
CTOSITEJILHO WJIA B COCTABE APYIUX CUCTEM.

Cyo0bekT gocryna (cydobeKT)— JIMIO WIA NPOLECC, IEUCTBHUSI KOTOPOro peria-

MCHTHUPYIOTCA IIPpaBHJIAMHU PA3TrPaHUYCHUA JOCTYIIA.



Texnuveckmii KaHaJ yTedKkd WH(POPMAIUH — COBOKYITHOCTh HOCUTENST UHPOP-
Marmu (CpeacTBa 00paboOTKH), (GU3MIECKOM Cpelbl pacClpOCTpaHeHUS HHPOPMATHBHOTO
CUTHaJIa ¥ CPEJICTB, KOTOPHIMHU TOOBIBAETCS 3aluIliaeMas HH(popmMarius.

TpancrpannyHasi nmepefada NePCOHATBHBIX JAHHBIX — IE€peaya MepCOHab-
HBIX JTAaHHBIX orneparopoM udepe3 ['ocymapcrBeHHyro rpanuny Poccuiickon denepaunu
OpraHy BJIACTH HMHOCTPAHHOTO TOCYAApCTBa, (PU3MUECKOMY WIHM IOPUAMYECKOMY JIHILY
MHOCTPAHHOI'O TOCY1apCTBa.

Yrpo3bl 0e30MacHOCTH NEPCOHATBbHBIX JaHHBIX — COBOKYIIHOCTH YCJIOBUM M
(haKTOpOB, CO3AIOIINX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CITy4YaifHOTO,
JIOCTYIA K MIEPCOHAIIBHBIM JaHHBIM, PE3YJIBTATOM KOTOPOI'O MOXKET CTaTh YHUUTOXKEHUE,
U3MEHEHHE, OJIOKUPOBaHUE, KOITMPOBAHUE, PACIPOCTPAHEHUE TIEPCOHANILHBIX JAHHBIX, a
TaKK€ MHBIX HECAaHKIIMOHUPOBAHHBIX JCUCTBUM MpU UX 00pabOTKE B MH(POPMAITMOHHON
CUCTEME IIEPCOHATIBHBIX JAHHBIX.

YHHUYTOKEeHUE MEePCOHATBHBIX JAHHBIX — JICUCTBUS, B PE3YJIHTATE KOTOPBIX HE-
BO3MOKHO BOCCTAHOBHTH COJIEpYKaHHME TIEPCOHATBHBIX JaHHBIX B UH(GOPMAIIOHHON CH-
CTEME NEPCOHAIIBHBIX JTaHHBIX WM B PE3YJITaTe KOTOPHIX YHUUYTOXKAKOTCS MaTepUAIb-
HbIE HOCUTENM MEPCOHAIBHBIX TAHHBIX.

Yreuka (3amuniaemMoii) MHPpOPMAIUM N0 TEXHUYECKUM KaHAJIaM — HEKOHTPO-
JMPYyEMOE pacripocTpaHeHre HH(OPMAITUK OT HOCHTEIIS 3aIllUIaeMoi HHPOpMAIY Ye-
pe3 (hu3HUecKyro cpemy 10 TEXHHUECKOTO CPEeACTBa, OCYIIECTBIISIONIETO MepexBaT WH-
dbopmanuu.

YupexaeHue — yupexxieHUe 3paBOOXpaHEHHs], COIMAIbHOM cdepbl, Tpyaa U 3a-
HSITOCTH.

VA3BUMOCTB — C1a00CTh B CPEJICTBAX 3aIUTHI, KOTOPYH) MOXKHO HCIIOJIb30BaTh
JUISl HApYILEHUSI CUCTEMbI WJIM COZIEp Kallieiics B Hell nH(opMalIvu.

IesocTHOCTH HHGOPMAMHU — CTIOCOOHOCTh CPEJICTBA BHIYUCIIUTEIILHON TEXHUKU
WM aBTOMATH3UPOBAHHOM CUCTEMBI 00ECTICUMBAThL HEM3MEHHOCTh HH(OPMAIIUH B YCITO-

BUSIX CITy4aitHOTO W/WITK MPETHAMEPEHHOT0 UCKAXKEHUS (pa3pyIleHuUs!).
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OBO3HAYEHUS N COKPALLIEHUSA

APM — aBTOMaTH3MpOBAaHHOE paboyee MECTO

AC — aBTOMaTU3UpOBaHHAs CHCTEMA

NCTI/1n — uadopmalimoHHas cuctemMa nepCoOHaIbHBIX JAHHBIX
HC/I — HeCaHKIIMOHMPOBAaHHBIN JTOCTYTI

[1/IH — mepcoHaIbHBIE JAHHBIE

C3U — cpencTsa 3auThl HHPOPMALIUU

C3I1dn — cucremMa (mmojicucTeMa) 3alluThl IEPCOHATBHBIX JaHHBIX

TC — TexHUYECKHUE CPEACTBA
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BBEJAEHUE

Hactosmas Konnenuus uadopmarmonnoit 6ezonacHoctu UCIT/In KOI'Y3 «Me-
JTUIMHCKAN WH(POPMAIIMOHHO-aHATUTUYCCKUI IeHTp» (manee - YupexaeHue), pa3pado-
TaHa MUHHUCTEPCTBOM 3[IpaBOOXPAHEHHS U COIHaIbHOrO pa3Butusi PD, sBuserca odu-
UAaJbHBIM JOKYMEHTOM, B KOTOPOM OIIPEIENIeHa CHUCTEMa B3IJSJ0B Ha OOecreueHue
MH(OPMAITMOHHON O€30MTaCHOCTH Y UpPEXKICHHUS.

Heobxoaumocts pa3pabotku Konnenmuu oOycioBieHa pacmmpeHueM chepsbl
NPUMEHEHUS HOBEHIIMX HMH(DOPMAIMOHHBIX TEXHOJOTUH W MPOLECCOB B YUPEXKICHHH,
npu 00padboTke nH(popMaIuu BOOOILIE, U IEPCOHATIBHBIX TaHHBIX B YACTHOCTH.

Hacrosimas KoHuenuusi onpenensieT OCHOBHBIE LEIU U 3aJa4M, a TaKKe OOIIyro
CTpaTeruio MOCTPOCHUS CUCTEMBI 3alUThl nepcoHanbHbIX AaHHbIX (C3IIIH) Yupexne-
Hus. KoHuenmus onpenensier OCHOBHbIE TpeOOBaHUA M 0a30BbIE MOAXOABI K UX peanu3a-
UH, ISl TOCTUKEHUS TpeOyeMOoro YpoBHsI 0€3011aCHOCTH MH(POpMAIUH.

Konnenmus pa3zpaboTaHa B COOTBETCTBUU C CUCTEMHBIM MOJXOJOM K oOecriede-
HUIO UH(POPMALMOHHON Oe30omacHOCTH. CUCTEMHBIN NMOIXO0/ MPEANoJaraeT IpoBeICHNUE
KOMIUIEKCa MEpONPUATUH, BKIIOYAIONIMX HCCIIEeI0BaHUE Yrpo3 MH(OpPMALMOHHON 0e3-
OMacHOCTU U pa3paboTKy cuctembl 3ammThl [1/IH, ¢ MO3UIMU KOMILIEKCHOTO MpUMEHEe-
HUSI TEXHUYECKUX U OPTaHU3ALMOHHBIX MEP U CPEACTB 3aILUTHI.

[Tox nndopmarmonHoii 6e3onacHocThio [1J[H MOHUMaeTCs 3aUIIIEHHOCTh MEPCO-
HaJbHBIX JAHHBIX U 0OpadaThiBatouiell UX MHPPACTPYKTYpE OT JOOBIX CIYYAMHBIX WIH
3JIOHAMEPEHHBIX BO3ACHCTBUM, PE3YyIbTATOM KOTOPBIX MOXKET SIBUTHCSI HAHECEHUE YLIEP-
0a camoii nadopmaruu, ee Braaenpiam (cyobexram [1/1x) mwnm uadpactpykrype. 3agaun
nH(pOpMAIIMOHHOM 0€30MaCHOCTU CBOAATCS K MUHUMU3AIMHU yiiepOa OT BO3MOXKHOM pea-
au3anuu yrpo3 OezonacHoctu I1/1H, a Takke K MPOrHO3MPOBAHUIO U MPEIOTBPALICHUIO
TaKuUX BO3JCHCTBUM.

Konnenmus ciy>kuT OCHOBOW ISl pa3pabOTKH KOMIUIEKCAa OpPraHU3allMOHHBIX U
TEXHUYECKUX MEp Mo obecrneueHuio MHGOPMAIMOHHON 0e30macHOCTH YUpexXIeHUH, a
TaK)kK€ HOPMATHUBHBIX U METOJAMYECKUX JOKYMEHTOB, 0OECIIEUMBAIOIIUX €€ pealn3aluio,

U HE MpeJroiaraeT MmoJAMeHbl PYHKINNA TOCYIapCTBEHHBIX OpraHoB BiacTH Poccuiickoii
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®denepanyy, OTBEUAIOIIUX 3a oOecrieyeHre 0e30MacHOCTH MH(POPMALMOHHBIX TEXHOJO-
TUH 1 3a1UTy WH(pOpMaIuu.

KoHuenuus siBisieTcsi METOI0JIOTMYE€CKON OCHOBOM JIJIs:

- hopMHUPOBAHUS U TIPOBEACHHS €IUHOUN MOJUTUKU B 00JacTH oOecrieueHus 0e3-
onacHoctu [1/n B UCIIJIH Yupexnenus;

- IPUHSTHS YIPABICHUYECKUX PEIICHUA U pa3pabOTKU MPAKTHUYECKUX MEp IO BO-
IJIOIICHUIO MOJUTUKHU Oe3omacHocTH [1/]H 1 BRIpaOOTKH KOMILIEKCA COTJIACOBAHHBIX MEp
HOPMATUBHO-TIPABOBOT'0, TEXHOJIOTMYECKOTO U OPraHU3allMOHHO-TEXHUYECKOTI0 XapaKTe-
pa, HampaBJICHHBIX Ha BBISBJICHUE, OTPAXKEHUE U JIMKBUAAIMIO TIOCJIEICTBUN peau3aiun
pa3nu4YHbIX BUIOB yrpo3 11/1H;

- KOOpPJAMHAIMU JIEATEIIbHOCTH CTPYKTYPHBIX IMOJPa3ICICHUN YUpexAeHUs MNpu
npoBeJieHu: paboT no pa3puTuio u skcruryararuu UCIIx ¢ cobmoaenueM TpedboBaHui
obecnieuenus 6e3omacHoctH [1/1H;

- pa3pabOTKU MPEAJIOKEHUN IO COBEPIIEHCTBOBAHUIO TIPABOBOTO, HOPMATHUBHOTIO,
METOJUYECKOT0, TEXHUYECKOI0 U OpraHu3allMoHHOro obecneyeHus oe3onacuoctu 11 B
NCIIOx YupexnaeHusl.

Ob6nacte npumeHeHus KoHIENIMU pacnpoCTpaHseTCs Ha BCE MOApa3eieHUs
VYupexieHus, 3KCIUTyaTUPYIOIIUe TeXHU4Yeckue u nporpammusbie cpeactBa MCII/IH, B
KOTOPBIX OCYIIECTBIISIETCSI aBTOMAaTU3MpoBaHHas oopadoTtka [1/1H, a Taxke Ha moapase-
JICHUSI, OCYIIECTBIISIONIUE COMPOBOXKICHHUE, OOCTY>)KMBAaHUE U 00ECTICUeHUE HOPMAJIbHO-
ro pyukmuonupoBanus UCIIIx.

[IpaBoBoif 6azoii s pa3paboTku HacTosimied KoHuenmuu ciyxaT TpeOoBaHUS
JNercTByoNuX B Poccun 3aKOHOIATENIbHBIX U HOPMATUBHBIX JOKYMEHTOB IO oOecreye-

HUIO0 0€301aCHOCTH MepcoHaTbHBIX JaHHBIX ([1/[H).
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1 O0uue moJioKeHUA

Hacrosimas KoHuenuus onpenensieT OCHOBHBIE LEIU U 3aJa4M, a TaKKe OOLIyIO
CTpaTEruio MOCTPOCHUS CUCTEMBI 3alUThl NepcoHanbHbIX AaHHbIX (C3IIJIH) Yupexne-
Hus, B cooTBeTcTBUU C [lepeunem UCII/In. Konnenuus onpenenser oCHOBHbIE TpeOOBa-
HUS 1 0a30BbIC MOAXOBI K WX peaju3aluu, A TOCTIKEHUS TpeOyeMoro ypoBHs 0e3-
OIACHOCTH UH(OPMALINH.

C3I1In mpencraBiseT coOOW COBOKYMHOCTh OPTaHM3AIMOHHBIX W TEXHUYECKHX
MEpONpPUATHNA IS 3auThl [1/[H OT HENMpaBOMEPHOIO WM CIY4alHOIO JOCTYIA K HUM,
YHUUYTOKEHUS, U3MEHEHHUs, OJOKHpPOBaHMs, KONUpOBaHUs, pacnpoctpaHeHus I1/lH, a
TaKXE€ UHBIX HENPABOMEPHBIX JECHCTBUI C HUMH.

be3onacHOCTh NMEPCOHANBHBIX JAHHBIX JOCTUIAECTCS ITyTEM HMCKIFOUEHUS HECaHK-
UOHUPOBAHHOIO, B TOM YHUCJIE CIy4allHOIO, JOCTYIA K MEPCOHATBHBIM JIaHHBIM, PE3YJIb-
TATOM KOTOPOT'O MOJKET CTaTh YHUUTOXXEHHUE, U3MEHEHHE, OJIOKUPOBAaHUE, KOIUPOBAHUE,
pacnpocTpaHEeHUE MEPCOHABHBIX JIAHHBIX, a4 TAKXKE MHBIX HECAHKIMOHUPOBAHHBIX JICH-
CTBUH.

Crpykrypa, coctaB u ocHOBHBIC (yHKIMK C3I1JIH onpenensroTcs UCXOs U3 Kiiac-
ca UCIIIn. C3II/IH BKIrOYAET OPraHU3alMOHHBIE MEPBI MU TEXHUYECKUE CPE/ICTBA 3allU-
Tbl uH(poOpMaIUK (B TOM yucie muppoBalibHbIE (KpunTorpaduyeckue) cpeacTBa, cpe-
CTBa MPEIOTBPALICHHUS] HECAHKIIMOHUPOBAHHOTO JOCTYIA, YTEUKU UH(POpPMALUU 11O TEX-
HUYECKUM KaHallaM, IPOTrPaMMHO-TEXHUYECKUX BO3JEHCTBUNA HA TEXHHUUYECKHE CPEJICTBA
ob6pabotku I1/]H), a Takke HcHoab3yeMble B HHPOPMAITMOHHONW cucTeMe MHGOpMAIIMOH-
HbIE TEXHOJIOTHH.

OTH Mepbl NPU3BaHbI 00ECIIEYUTh:

- KOHPUIEeHIHAJBHOCTh HH(pOpManuu (3amMTa OT HECAHKIMOHUPOBAHHOIO
03HAKOMJICHU);

- HeJIOCTHOCTh MH(pOopMaluu (aKTyaJIbHOCTh W HENPOTUBOPEUHMBOCTh HH(pOpMa-
LMY, €€ 3alUIIEHHOCTh OT Pa3pyLICHNUs U HECAHKIMOHUPOBAHHOTO NU3MEHEHHUS);

- IOCTYNIHOCTh HH(}OpMaIuu (BO3MOXKHOCTh 32 MPUEMIIEMOE BpPEMs TMOIYYUTh

TpeOyemyto HHOOPMALIMOHHYIO YCIIYTY).
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Craauu co3ganus C3I1JIH BKIIOYaAOT:

- IPENPOCKTHAS CTaaus, BKIIOYaromias npeanpoekTHoe obcmenopanue MCII/H,
pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOTO0) 3aJaHus Ha €€ CO3/IaHHE;

- cTaausl MPOEKTUpOBaHus (pa3padoTku npoekToB) u peanuszanuu MCII/IH, BKitO-
garomas pazpaborky C3I1/1a B cocrase UCII/IH;

- craaust BBoja B geictBue C3II/IH, BKiIOYaromasi ONBITHYIO SKCIUTyaTallMi0 U
MIPUEMO-CIATOYHBIE UCIIBITAHUS CPEICTB 3alTUThI MH(GOPMAIMH, a TaKKe OICHKY COOT-

BerctBUs MCIT/IH TpeGoBanusm Oe30macHOCTH HH(MOpMAIUK.

OpranuzanoHHbBIE MEPHI IPEAYCMATPUBAIOT CO3AaHUE U MOIEPKAHUE ITPABOBOU
0a3bl O6e3omacHocTu [1/1H 1 pa3paboTky (BBeAeHHE B JeiiCTBHUE) MpeaycMoTpeHHbIX [lo-
TuTUKON uHpopMannoHHON Oe3zonacHoctn WCII[IH crienyronmx opraHUM3allMOHHO-
pacCIoOpsAAUTEIbHBIX TOKYMEHTOB:

- [Inan meponpustuii mo obecnedenuto 3amuTel [1JIH npu ux obpadorke B MUC-
IT]1H;

- [Iman MeponpusITHii MO0 KOHTpOJIt0 obecnieuenust 3amuThl [1/1H;

- [Topsnok pe3epBupoBaHus U BoccTaHoBiieHus padborocniocooHoctu TC u I10, 6a3
nmaHHbIX 1 C3U,

- JlomxknoctHas uHcTpykuus agmunuctpatopa UCIIIH B yactu oGecrieueHus 6e3-
onacHoctu [1/]n npu ux odpadbotke B UCII/IH;

- JlomknoctHas uHCTpyKuus nosb3oBatenss UCII[H B yactu obGecneyeHus: 6e3-
onacHoctu [1/In mpu ux odpadotke B UCII/IH;

- MHCTpYyKLMS Ha cily4all BOSHUKHOBEHHS BHEIITATHOW CUTYallUH,

- Pexomenanuy no UCnoJIb30BaHUIO ITPOTPAMMHBIX U allllapaTHBIX CPEICTB 3allK-

Thl UH(POPMALIUH.

TexHn4eckrue Mepbl 3alIUThl PEAUTU3YIOTCA IIPU MOMOIIM COOTBETCTBYIOIIUX ITPO-
rPaMMHO-TEXHUUYECKUX CPEJICTB U METOJIOB 3AILUTHI.
[lepeuerr HEOOXOMMMBIX MEp 3aIUTHI UHGOPMAIIMN OTPEIEISIETCS 10 Pe3yibTa-

TaM BHyTpeHHel npoepku 0e3onacHoctd UCIIIH YupexnaeHus.
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2 3agauu C3I1/1n

OcnHoBHoil nenbto C3I1/IH sABisgeTcss MUHUMH3aLUs yuiepOa OT BO3MOKHOM peau-
3a1uu yrpo3 6e3omnacHoctu [1/1H.

Jms moctmxkeHus ocHOBHOM menu cuctema Oe3omacHoctu [1Jun UCII[H momkHa
obecreunBath 3PPEKTUBHOE PEIICHUE CICTYIONTNX 3a/1a4:

- 3alIUTy OT BMemaTenbcTBa B npouece Gynkiuonuporanuss UCIIIH mocTopon-
HUX JIHI] (BO3MOXHOCTh UCNoJb30BaHug AC U JOCTyNn K €€ pecypcaMm JIOKHbI UMETh
TOJIBKO 3apPETUCTPUPOBAHHBIC YCTAHOBICHHBIM MOPSJIKOM IMOJIH30BATENN);

- pa3rpaHUYeHuE JI0CTyNa 3apEruCTPUPOBAHHBIX IOJIB30BATENICH K alllapaTHbBIM,
nporpaMmMHbeIM U HH(popManmoHHbIM pecypcaM MCIIH (BO3MOXKHOCTh JOCTYIA TOJBKO
K TEM pecypcaM M BBIINOJIHEHUS TOJBKO TEX ONEpaluii ¢ HUMH, KOTOpPble HEOOXOIUMBI
KOHKpeTHbIM ToJsib3oBaTesiM MCIIJIH 11si BBINOJHEHUSI CBOMX CIIY>)KEOHBIX OO0s3aHHO-
CTEil), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOIO JOCTYIA:

a) k uadopmaruu, upkynupyromeit B UCIT/IH;
0) cpeactBam BeiunciautenbHor TexHuku UCIIH;
B) almapaTHbIM, MPOTPAMMHBIM U KPUOTOTPAPUUYECKUM CpEACTBAM 3alllH-

Tbl, ucnoJib3yeMbiM B UCIT/IH;

- PErUCTPaALMIO JEUCTBUN TMOJb30BATENECH NPU MCIOIB30BAHUM 3aALUIIACMBIX pe-
cypcoB MCII/IH B CHUCTEMHBIX >KypHajax U NEPUOJANYECKUN KOHTPOJIb KOPPEKTHOCTH
JEWCTBUH MOJI30BATENIEW CUCTEMBI ITyTEM aHAJIM3a COJEPKUMOTO 3TUX KYPHAJIOB;

- KOHTPOJIb LEJIOCTHOCTU (00ecnedyeHrne HEeM3MEHHOCTH) CpeJibl UCIIOIHEHUS MPOo-
IPAMM U €€ BOCCTAaHOBJICHUE B CIy4Yae HapyLICHUS;

- 3alIUTY OT HECAHKIIMOHUPOBAHHON MOJU(PUKALUUA U KOHTPOJIb LIEJIOCTHOCTH HC-
nonb3yeMbix B ICITJ[H mporpaMMHBIX CPEACTB, a TAKKE 3alIUTy CUCTEMBI OT BHEAPECHUS
HECAaHKIIMOHUPOBAHHBIX MTPOTPamMM;

- 3anuTy [1J[H OT yTeuku mo TeXHUYECKUM KaHajlaM Mpu ee 00padoTke, XpaHEeHU!
U Tiepeaye 1mo KaHajlaM CBSI3H;

- 3amuty 111, Xpanumoii, 00padaTbiBaeMOi U TepeaBacMoil Mo KaHajgaMm CBS3H,

OT HCCAHKIIMOHWPOBAHHOI'O PA3TJIAIIICHUS UIIN UCKAKCHU A,
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- o0ecreyeHue >KUBYYECTH KPUINTOrpaduuecKkux CpeAcTB 3alluThl MH(OpMaun
MpU KOMIIPOMETAIIMHU YaCTH KIIFOUEBOI CUCTEMBI;

- CBOEBPEMEHHOE BBISBICHHE MCTOYHUKOB yrpo3 Oe3zonacHocT [1J[H, mpuuuH u
YCIIOBHI, CTIOCOOCTBYIOIINX HaHECeHHUIo ymepoa cyobekTam [1/[H, co3manne mexanusma
ONIEPaTUBHOIO pearupoBaHus Ha yrpo3bl Oe3onacHocTy [1J[H 1 HeraTUBHbBIE TEHCHIINH;

- CO3/IaHK€ YCJIOBUH IJIi MUHUMM3ALMU U JIOKAJIU3AIMU HAHOCUMOTO yIepOa He-
MIPaBOMEPHBIMU JIEUCTBUSIMH (HU3UIECCKUX U IOPUIUICCKUX JIHII, OCTa0JICHUe HETaTUBHO-

I'0 BJIIMSHUA U JIMKBUAALIUA HOCJ'IGI[CTBI/Iﬁ HapymCcHUsA 0e301acHOCTH H]_IH
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3 O0BbeKTDHI 3AIIUTHI
3.1 llepevyenb UHGPOPMALMOHHBIX CHCTEM

B KupoBckom 00JaCTHOM MEAMIIMHCKOM HH()OPMALMOHHO-aHAIUTUYECKOM IIEH-
Tpe IPOU3BOAUTCS 0OPaOOTKA MEPCOHANBHBIX JAHHBIX B HH()OPMALIMOHHBIX CUCTEMA 00-
pabotku nepcoHanbHbix AaHHBIX (UCILIH).

[lepeuens MCIIJIH ompenensercs Ha OCHOBAaHMM OTYETA IO PE3YJIbTATaM BHYT-

pEHHEH IPOBEPKH.

3.2 IlepeyeHb 00bEKTOB 3aIIIUTHI

OObeKkTaMu 3alUThl ABISAIOTCS — HHpopManus, oOpadatsiBaemas B UCII/H, u
TEXHUUYECKHE CpefcTBa ee o0paboTku W 3ammuThl. [lepedeHp MepCcOHANBHBIX JaHHBIX,
HOJUIeKalUe 3alIUTe, ONPECIICH B NEpeYHe NEePCOHATBHBIX JaHHbBIX, MOJIEKAIINUX 3a-
mute B UCIT/I.

OOBEKTHI 3aIUTHI BKIIOYAIOT:

1) O6pabaTbiBacMast HHGOPMAITHS.

2) TexHonoruueckas HHGOpPMALIHSI.

3) IIporpaMMHO-TEXHUYECKHE CPECTBA OOPaOOTKH.

4) Cpencrsa 3ammtsl [1]1H.

5) Kanaubl nH)OpMAIIMOHHOTO 0OMEHA U TeJICKOMMYHHKAIIHH.

6) OOBEKTHI U TIOMEIIEHHS, B KOTOPBIX pa3menieHbl kKommoHeHTsl MCTI/IH.
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4 Kanaccupurkanus noab3oBareseit UCII/In

[Tons3zoBarenem UCIIIH sBnsieTcss nuilo, y4acTByromiee B (YHKIIMOHUPOBAHUU
MH(OPMAIMOHHONW CUCTEMBI NIEPCOHANIBHBIX JAHHBIX WM MCIOJB3YIOIIEe pe3yIbTaThl €€
¢ynkimonupoBanud. [lons3oBarenem WMCIIAn sBasercs mo0oil COTpyAHUK Yupexie-
Hus, umerommii noctyn Kk MCII/IH u ee pecypcaMm B COOTBETCTBUM € YCTAHOBJIEHHBIM I10-
PSAIKOM, B COOTBETCTBUU C €r0 (PyHKIIMOHAIBHBIMUA O0SI3aHHOCTSMH.

[TonbzoBatenu UCII/H aendarcs Ha TpU OCHOBHbBIE KATETOPHH

1) Anmunuctparop UCIIIH. CoTpyaHuKH YdUpexkIeHHUsS, KOTOPbIE 3aHMMAIOTCS
HACTPOWKOM, BHEAPEHUEM U COIpoBOXIAeHUEM cuctembl. Aamunuctparop UCIIAH 06-
JaJaeT CAeAYIOIUM YPOBHEM J0CTyMA:

- o0siagaeT NoJaHOW MH(pOpMAaLMEe O CUCTEMHOM U IPUKIJIAJHOM MPOTrpamMM-

HoM obecnieuenun MCII/H;

- oOsagaeT mosHOM MHGpOpMalueld O TEXHUYECKUX CPEICTBAX U KOH(UTY-
pauuu UCIT/IH;
- UIMEET JOCTYI KO BCEM TEXHUYECKHUM CpelicTBaM 00pabOTKU MH(pOpMaluu

u nanabeiM UCITH;

- o0jajaer mpaBaMu KOH(DUTYypUPOBAHUSA U aIMUHUCTPATUBHOW HACTPOUKHU
texHnueckux cpencts UCII/H.

2) Iporpammuct-pazpadorunk MCIT[Ja. CoTpyaHuku YUpexIeHUs WA CTOPOH-
HUX OpraHu3aluii, KOTOpbIE 3aHUMAIOTCS pPa3pabOTKON MPOrpaMMHOIO OOECHEeUEHHS.
Pazpaborunk UCII/IH obnagaeT cienyonmM ypoBHEM JOCTYIIA:

- o0namaer uHdopMmainuer 006 anrropuT™Max M IporpamMmax oOpaOOTKH WH-
dbopmanuu vHa UCTI/IH;
- 00y1ajaeT BO3MOKHOCTSIMM BHECEHHS OLIMOOK, HEEKIApUPOBAHHBIX BO3-

MO>KHOCTEH, MPOTrpaMMHBIX 3aKJIaJ0K, BPEJAOHOCHBIX MPOrpaMM B MPOrpaMMHOE

obecrieuenue UCIIJIn Ha cTaguu ee pa3paOOTKH, BHEPEHUS U COTIPOBOXKICHMUS,

- MOKET pacroJjiaraTh JIIOObIMH (PparMeHTaMu UH(POPMAIMUA O TOTMOJIOTUU

NUCTIIH n TexHuyeckux cpeactax oopadoTku u 3amuthl [1/{H, 06pabaTbiBaeMbIx

B UCTI/Tn.
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3) IMonb3oBarens UCII/IH. COTpyAHHKH IMOApa3eeHU YUpeKIACHHUS y4acTBY-
foumx B mporecce skcrnyatanuu MCIIAn. [TonszoBarens UCIIIn obnanaer crnemyro-
IIMM YPOBHEM JOCTYyIIA:

- o0ajaeT BceMH HEOOXOAMMBIMU aTpuOyTamMu (Hampumep, MapoieM),
00eCcreunBaOIUMU JOCTYT K HEKOTOpOMY MoaAMHOecTBY [1J1H;
- pacnoslaraeT KOHQUACHIIMAIbHBIMU JaHHBIMU, K KOTOPBIM UMEET JOCTYII.

Kareropun mnonb3oBareneil AOKHBI ObITh ompenenensl i kaxaoin WCIIH.
JIOJKHO OBITh YTOUHEHO pa3JeIeHne COTPYIHUKOB BHYTPU KaTErOpHil, B COOTBETCTBUHU C
TUIIaMH T0JIb30BaTeNel onpeaeneHHbiMy B [lonuTrke nHGOpMaIMOHHONW O€30aCHOCTH.

Bce BBISIBIIEHHBIE TPYNIBI MOJIB30BATENIEH OTPAXKAKOTCS B OTUETE IO PE3YIbTaTaM
BHYTpPEHHEW NpoBepkU. Ha OCHOBaHMM OT4YETa ONPEACIIAIOTCS IpaBa JOCTyNa K JIEMEH-
tam UCIIIH nms Bcex rpymm MoJib30BaTeNed M OTPAXKAIOTCS B MATpHUIE JOCTyIa B IO-

JIOKCHHH O pa3rpaHU4YCHUMU IIPaB JOCTYIIA K 06pa6aTI)IBaGMI>IM IICPCOHAJIbHBIM JAHHBIM.
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5 OCHOBHBbIC NPUHIMIIBI MOCTPOCHUS CHCTEMbI KOMILIEKCHOM 3a1IIUTHI
uH(popMa U

[Toctpoenue cucrembl obecnieuenus Oe3omnacnoctu [1/In UCIIn Yupexnenus u
ee QYHKIIMOHUPOBAHKE JIOJDKHBI OCYIIECTBIISATHCS B COOTBETCTBUHU CO CIICAYIOIIMMH OC-
HOBHBIMU MPUHIUATIAMU:

- 3aKOHHOCTB;

- CUCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HENPEPBIBHOCTH;

- CBOEBPEMEHHOCTH;

- IIPEEMCTBEHHOCTh U HEIIPEPBIBHOCTH COBEPILIEHCTBOBAHMUS;

- IEPCOHAJIbHASA OTBETCTBEHHOCTD;

- MUHUMHM3ALUS IOJTHOMOYHI;

- B3aUMOJICMCTBUE U COTPYAHUUYECTBO;

- THOKOCTh CUCTEMBI 3aIlIUThI,

- OTKPBITOCTh AITOPUTMOB U MEXAHU3MOB 3aILUTHI;

- IPOCTOTA MPUMEHEHUS CPEJICTB 3AIIUTHI;

- Hay4YHasi 000CHOBAaHHOCTh U TEXHUYECKAs Peain3yeMOCTb;

- CTeIann3aIus 1 npodeccuonanusm;

- 00513aTEeIBHOCTD KOHTPOJIS.

5.1 3akoHHOCTH

[Ipeanonaraer ocymiecTBICHUE 3aIUTHBIX Mepornpusituid u pazpadotky C3II[n
YupexxaeHus B COOTBETCTBUH C JICUCTBYIOIMUM 3aKOHOJATEIILCTBOM B OOJIACTH 3alUTHI
[1/I1 v ApyruX HOPMATUBHBIX aKTOB MO OE30MACHOCTH UH(OPMAIIMH, YTBEPKICHHBIX Op-
raHaMH roCyapCTBEHHOM BJIACTH U YIIPABJICHHS B IIpeenaX UX KOMIIETECHIINH.

[Tonp3oBatenu u odcykuBaroruii nepconan [1/1a UCIIa YupexaeHus: JOIKHBI
OBITH OCBEJIOMJICHBI O MOPSJIKE pabOThI ¢ 3anuiaeMor nHdopmManuet 1 00 OTBETCTBEH-

HOCTH 3a 3amuThl [1/]H.
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5.2 CucrteMHOCTH

Cucremnsbiii noaxon k mnoctpoenuto C3II[IH YupexneHus npeanonaraet yyer
BCEX B3aMMOCBSI3aHHBIX, B3AUMOJCHUCTBYIOIIUX W U3MEHSIOIIMXCA BO BPEMEHH 3JIEMEH-
TOB, YCJIOBHM M (PAKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJII MMOHMMAHHUS U PEIICHHS MPO-
onemsl obecrieuenust 6ezonacHoctu [1J{n UCII/In Yupexnenus.

[Ipu co3paHuu CUCTEMBI 3allIUThI TOJKHBI YUYUTHIBATHCS BCE clladble W HambOoJiee
ysI3BUMBIE MecTa cucTeMbl 00padoTku [1JIH, a Takxke XapakTep, BO3MOXKHbIE 00BEKTHI 1
HaIpaBJICHUS aTaK Ha CHCTEMY CO CTOPOHBI HapymmTeneld (0COOEHHO BHICOKOKBaTU(U-
IIUPOBAHHBIX 3JI0YMBIIUICHHUKOB), TyTH MPOHUKHOBEHUS B pacIpe/IeICHHbIE CUCTEMBI U
HecankimonupoBannoro gocryma (HCJI) x umHpopmanmu. CrucreMa 3aIliuThl JOJKHA
CTPOUTHCS C YUETOM HE TOJBKO BCEX M3BECTHBIX KaHAIOB NMpoHUKHOBeHUs u HCJI k nH-
dbopmaluu, HO ¥ C y9€TOM BO3MOKHOCTH TOSIBJICHUS] TPUHITUITMAIBHO HOBBIX MMyTEH pea-

JU3aIu yrpo3 0e30MacHOCTH.

5.3 KoMILIEKCHOCTDH

KoMmmuiekcHOe HCIoJIb30BaHNE METOIOB M CPENCTB 3allUThI NPEANOIaracT coria-
COBAaHHOE IPUMEHEHHE Pa3HOPOJHBIX CPEACTB IPU NOCTPOEHUM LIEJIOCTHOM CHCTEMBI
3aIlMThI, IEPEKPHIBAIOIIECH BCE CYIIECTBEHHbIE (3HAUMMBbIE) KaHAJIbl peaIu3aliy yrpo3 u
HE cojieprKaliel ci1adbIX MECT Ha CThIKaxX OTJEIbHBIX €€ KOMIOHEHTOB.

3amura JOJDKHA CTPOMTHCS BIIEIOHUPOBAHO. JUId KakI0ro KaHajla YyTEYKH HH-
(dopManuu M A KaKIOW yrpo3bl OE30MaCHOCTH JOJKHO CYIIECTBOBATH HECKOJIBKO 3a-
MUTHBIX pyOexeil. Co3naHue 3alIUTHBIX pyOexkel OCyIIeCTBISAETCS C yY€TOM TOr0, YTO-
OBl 17151 MX MPEOAOJICHUS TOTEHIIMAIbHOMY 3JI0YMBIIUIEHHUKY TpeOboBauch mpodeccro-
HaJbHbIE HABBIKK B HECKOJIBKUX HEB3aMMOCBSI3aHHbBIX 00JIACTSIX.

BHemnss 3amuTa qoimkHa o0ecneunBaTbes GU3MYECKUMU CPEACTBAMM, OpTraHu3a-
MOHHBIMH M TIPABOBBIMHU Mepamu. OAHUM U3 HauboJee YKPEIUIeHHbIX pyOexeil mpu3Ba-
Hbl OBITh CpEJICTBa KPUNTOrpapuuecKoil 3aliuThl, peasn30BaHHBIE C HCIOIb30BAaHHEM
texHosorun VPN. IlpuknagHoil ypoBeHb 3allUThI, YYUTHIBAIOIIMA OCOOEHHOCTH Mpe/I-

METHOI 001acTH, NPEACTaBISAET BHYTPEHHUN PyOexk 3allUThI.
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5.4 HenpepbiBHOCTB 3amuThl [T H

3amura [1J[H — He pa3oBOe MEPONPUITHE U HE MPOCTAs] COBOKYIMHOCTh MPOBEICH-
HBIX MEPOINPHUATHI M YCTAHOBJICHHBIX CPEJCTB 3alIUThI, a HEMPEPHIBHBIA IIeJICHAIIPAB-
JICHHBIN TIPOIECC, MPEANOIaralonuii NpUHATUE COOTBETCTBYIOIIUX MEP HAa BCEX ATalax
ku3HeHHOTO mukiaa MCIIH.

NCIIIH nomKHBI HaXOAUTHCSA B 3alIUIICHHOM COCTOSSHUM Ha MPOTSLDKEHUU BCETO
BpEeMEHH MX (QYHKIIMOHUPOBaHUS. B COOTBETCTBUU C ATUM IPHUHIIAIIOM JOJKHBI TIPUHHU-
MaThCsl MephI o HenonyeHuto nepexona MCII/IH B He3auMIIIEHHOE COCTOSTHUE.

BonbmMHCTBY (DU3MUECKUX M TEXHUYECKUX CPEICTB 3aIMUTHI IS d()PEKTUBHOTO
BBITIOJTHEHUS CBOMX (PYHKIIMM HEOOXOJIMMa IOCTOSTHHAS TEXHHUYECKas M OpraHM3allMOH-
Has (aAIMUHUCTpPATUBHAS) MOJJIEPKKa (CBOEBpPEMEHHAss CMEHA M 00eCreYeHUe MpPaBUIb-
HOTO XpaHEHUs ¥ MPUMEHEHHS UMEH, MapoJjiei, Kirodel mudpoBaHus, IepeorpeieicHue
MOJTHOMOYHUM U T.11.). [lepepriBbl B paboTe CpeaCTB 3alIUThl MOTYT ObITh UCHOJb30BaHbI
3JIOYMBINICHHUKAMH JJIs aHaJIn3a NPUMEHSEMBIX METOJOB U CPEACTB 3allUTHI, IS
BHEJPEHUS CHEHUAIBHBIX MPOrpaMMHBIX U aNnmapaTHBIX '3aKkiIafok" W JAPYrux CpeiCTB

npeoaO0JICHHUA CUCTEMBI 3allIUThI ITOCJIC BOCCTAHOBIICHUA €€ (I)YHKL[I/IOHI/IPOBaHI/IH.

5.5 CBOeBpEeMEHHOCTH

[Ipeamonaraer ynpexaaromuii xapakrep Mep ooecrneuenus 6e3omacuoctu [1/1H, TO
€CTh IIOCTAHOBKY 3a1a4 1o KoMriekcHo# 3amute UCIIH u peanuzaiuio Mep odbecrnede-
Hus Oe3zonacHocTH [1/1H Ha panHux cranusax pazpadotku MUCII/IH B 11enoM u ee cuctemsl
3amuThl THGOPMAIINH, B YaCTHOCTH.

Pa3paboTka cucTemMbl 3alUThl JOJKHA BECTHCh IMapalIebHO C pa3pabOTKONl U
pPa3BUTHEM CaMOM 3alllMIaeMON CUCTEMbI. JTO MO3BOJUT y4ecTh TpeOoBaHUs Oe3omac-
HOCTH TIPH MPOCKTUPOBAHUH aPXUTEKTYPhI U, B KOHEUHOM cueTe, co3nath bomee rdhdek-

TUBHBIE (KaK MO 3aTpaTaM PeCypCcoB, TaK U MO CTOMKOCTH) 3aUIUIIICHHBIE CHCTEMBI.

5.6 IIpeeMCTBEHHOCTh U COBEPIIIEHCTBOBAHHE

[IpenamonararoT MOCTOSIHHOE COBEPIIICHCTBOBAHUE MEP M CPEJCTB 3aIUThI HHPOP-
MaIliyd Ha OCHOBE IPEEMCTBEHHOCTH OPraHU3aIIMOHHBIX U TEXHUYECKUX PEIICHUM, Kal-

poBoro cocrana, aHanuza pynkiuonupoBanus UCIIJIH 1 ee cuCTeMBbI 3alUTHI C Y4ETOM
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U3MEHEHUI B METOJaxX U CPeJICTBAX Nepexnara MHGOpMAIIMK, HOPMATUBHBIX TpeOOBaHUM

0 3aIllUTE, TOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOEKHOTO OIBbITa B 3TON 00JIaCTH.

5.7 IlepcoHajibHAsi OTBETCTBEHHOCTh

[Ipeanonaraet Bo310XeHNE OTBETCTBEHHOCTH 3a obecnieyeHue o6e3zonacHoctu 1/
U CHCTEMBI UX 00pabOTKM Ha KaXKIOTO COTPYJHHUKA B Mpejesiax ero noiHoMouuit. B co-
OTBETCTBUU C 3TUM MPUHIIUIIOM paclpeiesieHue MpaB M 00S3aHHOCTEH COTPYAHHUKOB
CTPOUTCSA TaKuM 00pazoM, 4TOOBI B CiIy4ae JI0OOTr0 HapylIeHUs! KpyT BUHOBHUKOB ObLI

YCTKO U3BCCTCH WJIM CBCJICH K MUHUMYMY.

5.8 IIpuHUIMI MUHUMHU3ANUM TTOJTHOMOYHIA

O3HavaeT MPeJIOCTaBICHHUE MOJIb30BATEIIM MUHUMAJIBHBIX MPaB JOCTYIAa B COOT-
BETCTBUU C MPOU3BOJICTBEHHOW HEOOXOIMMOCTHIO, HA OCHOBE IMPHHIIMIIA «BCE, YTO HE
pa3pemieHo, 3amnpereHo.

Hoctyn x I1/IH nomkeH mpeaocTaBiIsaThCS TOJBKO B TOM cliydae U oObeMe, eciu

9TO H€O6XOI[I/IMO COTPYAHUKY JJIA BBIIOJHCHUS €TI0 OJOJDKHOCTHBIX 00s3aHHOCTEH.

5.9 B3aumoaeiicTBHe U COTPYAHUYECTBO

[Ipennonaraer coznanue OaronpusiTHONM arMocdephl B KOJUIEKTUBAaX Moapasee-
HuM, ooecneunBaronux aesateabHocts UCIIIH Yupexnenus, s CHIKCHUS BEPOSTHO-
CTY BOBHUKHOBEHHS HETATUBHBIX ICUCTBUN CBSI3aHHBIX C YEJIOBEYECKUM (DAKTOPOM.

B takoit 06cTaHOBKE COTPYAHUKH JAOJKHBI OCO3HAHHO COOJIIOaTh YCTAaHOBJICHHBIC
MPAaBWJIA U OKA3bIBaTh COJACUCTBUE B JEATEIBHOCTH B PAMKAX TEXHUYECKOM 3alIUThI MH-

dbopmanuu.

5.10 I'mbokocTh cuctembl 3amuThl I11H

[IpunHsATHIE MEPHl U YCTAHOBJIICHHBIC CPEACTBA 3AIIUTHI, OCOOCHHO B HAYaJIbHBIN
MIEPHUO/JT UX IKCIUTyaTaIlK, MOTYT 00ECTIEYNBATh KaK YpEe3MEPHBINA, TaK U HEAOCTATOYHBIN
ypOBEHb 3amuThl. )11 obecrneueHns BO3MOKHOCTH BapbHPOBAaHUS YPOBHEM 3alUIICH-
HOCTH, CPEJICTBA 3aIUTHI TOJDKHBI 00J1aaTh onpeeieHHOM THOKOCThI0. OCOOEHHO BaX-
HBIM 3TO CBOMCTBO SIBJSICTCS B TE€X CIydasx, KOTJa YCTAaHOBKY CPEACTB 3aIllMThl HEO0XO-
JIMMO OCYIIIECTBIISITH Ha pabOTAIOIIYI0 CUCTEMY, HE HapyllIas mpoiecca ee HOpMaJIbHOTO

(YHKIITMOHUPOBAHMS.
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5.11 OTKpHITOCTH AJITOPUTMOB U MEXAHNU3MOB 3aIIMUTHI

CyTh IPHUHIMIIA OTKPHITOCTH aJTOPUTMOB M MEXaHU3MOB 3aIlIUThI COCTOHUT B TOM,
YTO 3alUTa HE JI0JDKHA 00ECIIeUYUBATHCS TOJNBKO 3a CYET CEKPETHOCTU CTPYKTYPHOU Op-
raHu3alid U alropuTMOoB (YHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHHUE aJITOPUTMOB pa-
OOTBHI CHCTEMBI 3aIUTHI HE JOHKHO JaBaTh BO3MOXKHOCTH €€ TPEO0JIeHUs (Jaxke aBTO-
pam). OmHako, 5TO HE O3HAYaeT, YTO WMH(OpPMAIUS O KOHKPETHOW CHCTEME 3allUThI

JOJDKHA OBITH OOIIEI0CTYITHA.

5.12 IIpocToTa NpuMeHeHNsI CPEACTB 3aIUTHI

MexaHu3Mbl 3alIUThl JOJKHBI ObITh HHTYUTUBHO MOHSITHBI U MPOCTHI B UCIIOJIB30-
BaHuu. [I[pyuMeHeHne cpeICTB 3alUThl HE JOJIKHO OBITh CBSI3aHO CO 3HAHUEM CIICIHaNb-
HBIX SI3bIKOB MJIM C BBITIOJTHEHUEM JICUCTBUM, TPEOYIOMMX 3HAYUTEIbHBIX JTOMOJTHUTEIb-
HBIX TPYJl03aTpar Mpu OOBIYHOM paboTe 3aperMCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPS/I-
KOM TO0JIb30BaTelIel, a TaKkkKe He JOJDKHO TPeOOBATh OT IOJIb30BATENS BHIITOIHEHUS PY-
TUHHBIX MAJIOTIOHATHBIX €My Olepanuii (BBOJ HECKOJIbKUX MapoJied U UMEH U T.J.).

JloJbKHA TOCTUraThCsl aBTOMAaTH3alusd MaKCUMAaIbHOTO YKCjla JSMCTBUI MOJIb30Ba-

tenei u agMuancTparopoB UCII/IH.

5.13 HayuyHasi 000CHOBAHHOCTH H TeXHHYeCKAasl peajin3yeMoCTh

NudopmarimoHHbIe TEXHOJIOTHH, TEXHUYECKHE M MPOTPaMMHBIC CPEICTBA, CpE-
CTBa W MeEpbl 3alUThl MHPOPMAIMK JOJKHBI OBITh pEaIM30BaHBI HA COBPEMEHHOM
YPOBHE pa3BUTHUS HAYKU U TEXHUKU, HAYYHO OOOCHOBAHBI C TOYKH 3PEHUS JOCTHKCHUS
3aJIaHHOTO YpOBHsI 0€30mMacHOCTH WH(OpPMAIMA U JTOJDKHBI COOTBETCTBOBATH YCTAaHOB-
JICHHBIM HOpMaM U TpeOoBaHusM 1o 6e3onacHoctu [1/]H.

C3I1du momkHa OBITH OPHEHTHPOBAHA Ha PEIICHHS, BOBMOXHBIC PUCKU JIJIST KOTO-
PBIX B MEPBI MTPOTHBOICHCTBHS ATUM PUCKAM TPOIUIH BCECTOPOHHIOK TEOPETUUYECKYIO U

MPAKTUYECKYIO POBEPKY.

5.14 Cnenuanun3anus u npogeccuoHaIN3M

[Ipeanonaraer npupiedeHUE K pa3pabOTKe CPEJCTB U pealu3aluud Mep 3allUThl
nH(poOpMaIMK CreNUAIU3UPOBAHHBIX OpraHU3aInid, Hanbojee MOATOTOBICHHBIX K KOH-
KPETHOMY BHJIy NESITEIBHOCTH 10 obecmneueHuto Oe3omacHocty [1/IH, MMErOmuX OmbIT

MPaKTUYECKON pabOThI U TOCYIAPCTBEHHYIO JIMIIEH3UIO HA TIPABO OKA3aHMSI YCIYT B ATOU
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obOmacTu. Peanmaum{ AJIMHUHUCTPATUBHBIX MEP U OKCILIyaTaluuAa CPpCACTB 3allUThbl JOJIXK-
Ha OCYHICCTBIIATBHCA HpO(l)eCCI/IOHaJ'IBHO IOoArOTOBJICHHBIMHK CIICOHAIMCTaMH quem:[e—

HUA.

5.15 O06s13aTEJILHOCTH KOHTPOJISE

[Ipeanonaraer o0s3aTeIbBHOCTh U CBOEBPEMEHHOCTH BBISBICHUS WU IMPECEUEHUS
NOMBITOK HAPYIICHUs YCTAaHOBJIEHHBIX MpaBui obecrieuenus: 6ezonacHoctu I1J[H Ha oc-
HOBE UCIOJIB3YEMBIX CHUCTEM M CPEJCTB 3aIIUThl MH(OPMALUU NPU COBEPIICHCTBOBAHUU
KPUTEPUEB U METOJIOB OIICHKU 3P(PEKTUBHOCTH STUX CUCTEM H CPEJICTB.

KoHTposb 3a 1eATenbHOCTHIO JTF000T0 MOJIb30BaTENs, KaXKI0T0 CPEACTBA 3AIUTHI U
B OTHOUIEHHUH JIIOOOTO 0OBEKTA 3alUThl TOJKEH OCYILECTBIATHCS HAa OCHOBE MPUMEHeE-
HUSL CPEACTB ONEPATUBHOIO KOHTPOJISI M PETUCTPALMM U JIOJDKEH OXBAaThIBaTh Kak He-

CAHKIUMOHHUPOBAHHLIC, TAK 1 CAHKIMOHHUPOBAHHBIC HGﬁCTBHH MOJIb30BATEIICH.
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6 Mepbl, MeTOBI U CpecTBa o0ecnieyeHusi TPedOyemMoro ypoBHsi
3alUIIEHHOCTH

Obecnieuenrie TpeOyeMOro YpOBHS 3alIUIIICHHOCTU JAOHKHOCTU JOCTUTATHCS C UC-
MOJIb30BaHUEM MeEp, METOJOB U cpeAcTB Oe3omacHocTu. Bce mepwl obecrnieuenust 6e3-
onacHoctu UCII/In nmoapa3nensitoTcs Ha:

- 3aKOHOJIaTCIIbHBIC (ITPABOBHIC);

- MOpaJbHO-3TUYECKHE;

- OpraHu3aluOHHbIC (AIMUHUCTPATUBHBIC);

- u3HUeCcKue;

- TEXHUYECKHE (aIlapaTHbIE U MPOrPAMMHBIE).

[lepeuenp BbIOpaHHBIX Mep OOecrieueHus: OE30MaCHOCTH OTPa)XKaeTcsl B IJIaHE Me-

pOHpHSITI/Iﬁ 110 00eCIIeUYEeHHIO 3alIUTBI ICPCOHAIIbHBIX TaHHBIX.

6.1 3akoHoaaTeNbHbIE (IPAaBOBbIE) MePhI 3AIUTHI

K npaBoBbIM Mepam 3allUThl OTHOCSTCS JEHCTBYIOIME B CTPAHE 3aKOHBI, YKa3bl U
HOpPMaTHUBHBIE aKThl, pErIaMEeHTUpYIoLMe MpaBuiia obpamenus ¢ I1/[H, 3akpemstomnie
npaBa ¥ 00513aHHOCTH YYaCTHUKOB MH(OPMAIMOHHBIX OTHOILIEHUN B IpoLecce ux odpa-
OOTKM M UCIOJIB30BaHUs, a TAKKE€ yCTaHABIMBAIOLIUE OTBETCTBEHHOCTh 3a HapYIICHMS
3TUX IPaBWJ, IPENSATCTBYS TEM CaMbIM HENPAaBOMEPHOMY MCHOJIb30BaHuIO [1/1H u sBIIs-
IOLMECS CAEPKUBAIOUIUM (DaKTOPOM JIJIsi OTEHIIMAIbHBIX HAPYIIUTEIIEH.

[IpaBOBBIE MEpHI 3aIUTHI HOCAT B OCHOBHOM YTIPEXAAIONTNHN, MPOPUITAKTUYECKHMA
XapakTep U TpeOyIOT MOCTOSHHOM pPa3bsCHUTENBHOW PabOThl € MOJIb30BATENSIMU U 00-

CIY>XXHBAIOIKUM IIEPCOHAIIOM CUCTCMEIL.

6.2 MopajibHO-3THYECKHE MePbI 3alUThI

K MopaabHO-3THYECKUM MepaM OTHOCSITCS HOPMBI ITOBEICHUS, KOTOPHIE TPaIUIIH-
OHHO CJIOKWJIUCh WJIM CKJIQJBIBAIOTCS TIO0 Mepe pacmpoctpaneHus OBM B cTpaHe uim
obmrecTBe. DTH HOPMBI OOJIBINICH YaCThIO HE SBJISIOTCS 00S3aTCIBbHBIMH, KaK 3aKOHO/a-
TEJIHLHO YTBEP)KICHHBIC HOPMATHUBHBIC AKThI, OJJHAKO, UX HECOOI0IEHNE BEIET OOBIUYHO K
NaJICHUIO0 aBTOPUTETA, MPECTIKA YEJIOBEKa, TPYIIIBI JIUI[ WU OpraHu3aiui. MopaabHo-

THYECKHE HOPMBI OBIBAIOT KaK HEMUCaHbIE (HaIpUMep, 00Ienpu3HaHHbIE HOPMBI YeCT-
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HOCTH, MATPUOTU3MA U T.I1.), TAaK U MHUCAHBIE, TO €CTb 0()OPMIIEHHBIE B HEKOTOPBIN CBOJ
(ycTaB) mpaBWiI WJIM IPEANMCAHMIA.

MopanbHO-3TUYECKHE MEpPBI 3aILUTHI SBIAIOTCS NPOPUIAKTUYECKUMH U TPEOYIOT
IIOCTOSTHHOW pabOTBI IO CO3/IaHUIO 3I0POBOT0 MOPAJIBHOIO KJIMMaTa B KOJUIEKTUBAX MOJI-
paznenenuii. MopanbHO-3THYECKHE MEPBI 3aLUThl CHHXKAIOT BEPOSITHOCTh BOZHHUKHOBE-

HUA HCTaTHUBHBIX I[CﬁCTBI/Iﬁ CBA3aHHBIX C YCJIOBCUCCKHM (b&KTOpOM.

6.3 Opranmaunonﬂme (aI[MI/IHI/ICTpaTl/IBHbIe) MEPbI 3allIUTbI

OpranuzanoHHbie (aIMUHUCTPATUBHBIC) MEPHI 3aIIUTHI - 3TO MEPbI OpraHU3alN-
OHHOTO XapakTepa, perjiaMeHTUpyromue mporecchl ¢pyHkuuonupoanus MCIIIH, uc-
nonb3oBadue pecypcoB MCIIJIH, nesTeabHOCTh OOCTYKHBAIOIIETO MEPCOHANA, a TaKkKe
nopsiZIoOK  B3aumojieicTBusa nosb3oBareneid ¢ MCII[IH Takum o0pa3oM, 4YTOOBI B
HauOOJBIIEH CTENCHW 3aTPYyAHUTh WM HCKIIOUWTh BO3MOXKHOCTH peajih3allid yIrpo3
0€30MacHOCTH WM CHU3UTH pa3Mep MOTeph B CiIydae UX peaanu3aiuu.

['maBHas 1enb aJIMUHUCTPATUBHBIX MEP, NMPEANPUHUMAEMBIX HA YIIPABICHYECKOM
ypoBHEe — chopmupoBaTh [lonmutuky mHbopManmonHoi 6e3zonacuoctu I1{n (oTpaxkaro-
Y0 TOAXOJIbI K 3aluTe UH(POpMaIluu) U 00ECIIEYUTh €€ BBIMOJHEHHE, BhIACISIS HE0O0-
XOJIUMBIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE JIE.

Peanuzanust [Tonutuku undopmanmonnoi o6ezonacuoctu [1/In 8 UCIIdH coctosr
U3 Mep aJIMUHUCTPATUBHOTO YPOBHS M OPraHU3alMOHHBIX (ITPOILEAYPHBIX) MEp 3aIlMThI
uHdopMaIuu.

K agMuHHUCTpaTUBHOMY YPOBHIO OTHOCATCSI PELICHUS PYKOBOJICTBA, 3aTPArvMBar0-
e aestensbHocTs UCIIH B memoM. Dtr pemenus 3akperisitorces B [lommuruke nndop-
MalMoHHOM Oe3omacHoCTH. [IpuMepom Takux pemeHruid MOTYT ObITh:

- IPUHATHUE pelIeHUs] 0 POPMUPOBAHUU WIIM TIEPECMOTPE KOMILJIEKCHOM Iporpam-
MBI obecrieueHust 6e3omacHoctH [1]JIH, onpeneaecHne OTBETCTBEHHBIX 3a €€ pealli3alluio;

- hopMyJIUpOBaHUE II€JICH, MOCTAHOBKA 3ajay, ONpejccHUEe HalpaBiICHUU es-
TEIIbHOCTH B o0jiactu 6e3omacHoctu [1/1H;

- IPUHATHE PEIICHUH 110 BOIIPOCaM peaanu3allii MporpaMMbl 6€30IMacHOCTH, KOTO-
pbI€ pacCMaTPUBAIOTCSI HA YPOBHE Y UPEKICHHUS B LIETIOM;

- o0ecreyeHue HOpMaTUBHOM (TTPaBOBOI) Oa3bl BOMPOCOB OE30MAaCHOCTH U T.II.
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[Tonutrka BEepXHETO YpOBHS JOJDKHA YETKO OYEPTUTH chepy BIMSHUS U OrpaHU-
YeHUsl MpU ompenesieHnn 1ened 6ezomacHoctu [1/IH, ompenenuth KakuMu pecypcaMu
(MaTepuanbHble, MEPCOHAN) OHU OYyAYT JOCTUTHYTHI, U HAaWTHU pPa3yMHBIM KOMIIPOMHCC

MEXIy MTPUEMIIEMBIM YPOBHEM Oe30macHoCTH U pyHKIMoHaIsHOCTRI0 MCTT/IH.

Ha oprann3anmoHHOM ypOBHE ONPEAEIIAIOTCSA IPOLEAYPhl U MPaBUiia JOCTUKEHUS
nieseit u pemenus 3anad [lomuruku nadopmarmonnoit 6ezonacHoctu [1J1H. DTH mpaBwia
OTIPEIEIISIOT:

- KaKkoBa 00JIaCTh MPUMEHEHUS TOJUTUKU Oe3omacHoCTH [1/1H;

- KaKOBBI POJIM U OOS3aHHOCTU JOJHKHOCTHBIX JIMI[, OTBEYAIOUIUE 3a MPOBEACHHE
noyutuku 6e3omnacHoctu [1/]H, a Tak ke UX yCTAaHOBUTH OTBETCTBEHHOCTD;

- KTO UMeeT npasa aocryna K [1/1H;

- KaKMHU MEpaMH U cpeicTBaMu obecrieunBaercs 3ammra [1J1H;

- KaKUMHU MEpaMu U CpeACTBAMU 00ECIIEUUBAECTCSI KOHTPOJIb 33 COOJIIOICHHEM BBE-

JEHHOT'O peKMMa 0€30MaCHOCTH.

OpraHu3alOHHBIE MEPBI TOJKHBI:

- IpeAycMaTpUBaTh perjiaMeHT WHGOPMALMOHHBIX OTHOIIEHUM, HCKITFOYAIOIIUX
BO3MOYKHOCTh HECAHKIIMOHUPOBAHHBIX JICUCTBUI B OTHOIIICHUH OOBEKTOB 3aIlIUTHI,

- OIPEAETATh KOATUIUOHHBIE U MEPAPXUUECKUE MPUHIHUIBI U METOJbl pa3rpaHu-
yeHus pocryna k [1/1H;

- OTIPENICNATh MOPSIAOK PaboThl ¢ MPOTPAaMMHO-MATEMATUYECKUMU U TEXHUYECKU-
MU (ammapaTHbIE) CPEJACTBAMU 3aIUTHI U KPUTITOZAIMUTHI U IPYTUX 3aITATHBIX MEXaHM3-
MOB;

- opranu3oBath Mepsl npotuBoAercTBUss HCJI nmosib3oBaTensiMu Ha dTanax ayTeH-
TU(DUKAITUN, aBTOPU3AINH, MACHTH(PUKAINHA, OOCCICUYNBAIOIINX TapaHTHH PEaTU3aIiH
paB ¥ OTBETCTBEHHOCTH CYObEKTOB MH(GOPMAIIMOHHBIX OTHOIICHHM.

OpraHu3alOHHBIE MEPBI JTOJKHBI COCTOSATh U3:

- pernamenTa nocryna B nomemenuss UCI/Ix;

- IOPSIIOK JTONyCKa COTPYJAHUKOB K Mcnonb3oBaHuio pecypcoB UCII/xn Yupexe-
HUS;
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- perjlaMeHTa IpoLEeCCOB BEAEHUS 0a3 JaHHBIX M OCYIIECTBICHUS MOAM(PUKALUU
UH(POPMAIIMOHHBIX PECYPCOB;

- perjlaMeHTa ImpoLeccCOB OOCIYKMUBAHUS U OCYIECTBICHHUsS] MOIM(pUKALMK amma-
paTHbIX U nporpamMMHbIX pecypco UCII/IH;

- uHcrpykuuit nonb3oBareneit UCIIIn (agmmunuctpatopa MCIIIH, nonb3oBarens
UCT1/n);

- HHCTPYKIUS ITOJIB30BATCIIA IIPYU BO3SHUKHOBCHNWHW BHCHITATHBIX CI/ITyaHHfl.

6.4 ®dusnyeckue Mepbl 3alIIUTHI

@u3nyecKrue Mephl 3allUThl OCHOBaHbl HA IPUMEHEHUU PA3HOTO poJa MEXaHUYe-
CKHX, DJIEKTPO- WIH JIEKTPOHHO-MEXAHUUYECKUX YCTPOMCTB U COOPYKEHUM, CIIEHHATBHO
NpeAHa3HAYCHHBIX ISl CO3JaHus (PU3NUECKUX MPENSTCTBUI Ha BO3MOKHBIX MYTSIX MPO-
HUKHOBEHUS U JIOCTYIIA MOTCHIMAJIBHBIX HAPYIIUTEICH K KOMIIOHEHTAM CUCTEMBI U 3a-
nmn@aeMon uHOpMalMK, a TakKKe TEXHUUECKUX CPEACTB BU3YaJIbHOTO HAOJIOACHUS,
CBSI3M ¥ OXPAHHOM CUTHAIM3ALUY.

duznyeckas 3amura 37aHui, MOMENIeHU, 00bEKTOB U CPEJCTB UH(POPMATHU3AIIUN
JIOJKHA OCYIIECTBIISITHCS IMYTEM YCTAHOBJICHUSI COOTBETCTBYIOIIMX MOCTOB OXPaHbI, C
MOMOIIBI0 TEXHUYECKUX CPEICTB OXPaHbl WM JIOOBIMH JPYTUMU CIOCOOAMU, MPEaoT-
BpAIIAIOIIMMY WJIM CYHIECTBEHHO 3aTPYAHSIOIIMMHU TPOHUKHOBEHUE B 3/1aHUE, TTOMEIIIE-
HUS TIOCTOPOHHMX JIMIl, XUILIEHHE HHQPOPMAIIMOHHBIX HOCUTEJIEH, CaMUX CPEIICTB WUH-
dbopmaTu3zaum, UCKIIOYAIOIUMHA HaX0XKJICHHE BHYTPU KOHTPOIUPYEMOM (OXpaHSIEeMOi)

30HBI TCXHUYCCKUX CPCACTB PA3BCAKU.

6.5 AnnapaTHo-nporpaMmMHublie cpeacTBa 3amuThl [1/In

TexHudeckue (ammapaTHO-MPOrPaMMHBIC) MEPBI 3alTUThI OCHOBAHBI HA MUCIOJIB30-
BaHUU PA3JIMYHBIX JIEKTPOHHBIX YCTPONCTB U CHEIUATBHBIX MTPOTPaMM, BXOJISIINUX B CO-
ctaB VCIIJIH ¥ BBINOJHSIOMUX (CaMOCTOSITEILHO WM B KOMIUIEKCE C JPYTUMH CPEi-
cTBaMH) (PYHKITMU 3aIUTHI (MICHTU(DHUKAIIMIO U ayTeHTU(DHUKAIIMIO TOJIb30BaTeNieh, pas-
rpaHUYEHUE JOCTYIa K pecypcam, perucTpamuio COOBITHH, KpUNITOrpauieckoe 3aKphl-

TUE UH(OpPMAIUH U T.11.).
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C yueroMm Bcex TpeOOBaHMII M MPUHLMIIOB oOecnieyeHus: OezomacHoctu [1/IH B
HCTI/Iz mo BceMm HampaBJiCHHUSM 3alIUThl B COCTAB CHUCTEMBI 3aIUTHI JOJKHBI OBITH
BKJIFOUYEHBI CIIEAYIOIINE CPEACTBA!

- cpencTBa uaAeHTH(GUKAUKA (OMTO3HABAHMS) M ayTeHTU(GUKAIMK (TIOITBEPKIACHUS
MOJITMHHOCTH ) Tlostk3oBatesne CII/H;

- CPEICTBA PAa3rPAHUYCHUS JIOCTyNa 3aPErMCTPUPOBAHHBIX MOJIb30BATENEH CHUCTE-
MblI K pecypcam UCITIH Yupexnenns;

- CpelicTBa 00ECTICUeHHs] M KOHTPOJISI IIEJIOCTHOCTH MPOTPAMMHBIX U MH(POpMAaIIH-
OHHBIX PECYPCOB;

- CpEJICTBA ONIEPATUBHOIO KOHTPOJISI M PETUCTPALIMUA COOBITUI O€3011aCHOCTH;

- kpunTorpadudeckue cpeactna 3amuTsl [1/1H.

VYcneniHoe npUuMeHEHNE TEXHUUECKUX CPEACTB 3alUThl HA OCHOBAHUM ITPUHIIUIIOB
(pazmen 5) mpenroaraeT, 4To BBIMOJIHEHUE NMEPEYUCICHHBIX HIKE TpeOoBaHUN olecrie-
YEHO OpraHU3allMOHHBIMH (aIMUHUCTPATUBHBIMH) MEpPaMU M UCIOJIb3yeMbIMU (hH3HUe-
CKUMHU CPEJICTBAMU 3AIUTHI:

- obecnieueHa u3udecKas 1eI0CTHOCTh Beex kommnoHeHT CTIH;

- Kbl coTpyaHuk (rons3oBatens MCIIJIH) unu rpynma nois3oBaTesiel umeer
YHUKQJIbHOE CUCTEMHOE UMSI U MUHUMAJIbHO HEOOXOIUMBIE JJIsl BBHITIOJTHEHUS UM CBOUX
GyHKIMOHATBHBIX 003aHHOCTEH MOJTHOMOYHS IO IOCTYITY K PECypCaM CUCTEMBI;

- B UCII[Jn YupexneHnus pa3paboTka M OTJIajJKa IPOrpaMM OCYILECTBISETCS 3a
npenenamu UCIIJIH, Ha McBITAaTEIBHBIX CTEHAAX;

- BC€ U3MEHEHMS KOH(UTypalud TeXHUYEeCKUX U nporpammubix cpencts MCIIIn
MPOU3BOJIATCS CTPOTO YCTAHOBJICHHBIM TOPSIAKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS )
TOJIbKO HA OCHOBAHUHU PACTIOPSIKEHUN PYKOBOJICTBA Y UPEKICHUSA;

- ceTeBoe 000OpyJ0oBaHUE (KOHLEHTPATOPhl, KOMMYTATOPhl, MAPUIPYTU3ATOPhl U
T.I1.) pacrojaraeTcsi B MECTaxX, HEJJOCTYIHBIX JJisl TIOCTOPOHHUX (CHEIUAIbHBIX TOMEIIIEe-
HUAX, mKadax, u T.I1.).

- CHEIUANTUCTAMH Y UPEXICHUS OCYILECTBIICTCS HENPEPHIBHOE YNPABICHUE U ajl-

MUHHUCTpPaTUBHAS MOAIECPKKA (DYHKITMOHUPOBAHUS CPEICTB 3aTUTHI.
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7 KonTpossb 3¢ dextuBHocTu cuctembl 3amuThl UCII/In Yupexnenus

Kontpons s3¢dextuBnoctr C3IIIH nomKeH OCYIIECTBIAECTCA HA MEPUOIANYECKOM
ocHoBe. Llenpto KOHTPOJIs (P PEKTUBHOCTH SIBISIETCS CBOEBPEMEHHOE BBISIBICHHE HEHA/I-
aexanmx pexxuMoB pabotsl C3I1/IH (OTKIIOYEHHE CPEACTB 3alUThI, HAPYIICHUE PEKH-
MOB 3alllUThl, HECAHKLIHOHUPOBAHHOE M3MEHEHUE PEXUMA 3aIUTHI U T.I1.), @ TaK IPOTHO-
3UpOBaHMUE U NIPEBEHTUBHOE PearupoBaHue Ha HOBbIE yrpo3bl OezonacHocTH I1/1H.

KoHTposib MOXET MPOBOIUTHCS KaK OMEPAaTHBHO B Mpoliecce MH(OPMALMOHHOTO
B3aumojercteus B UCII/IH, Tak 1 mpUBIEKAEMBIMU JIJIS1 3TOW LIEN KOMIIETEHTHBIMU Op-
raHU3alysAMH, UMEIOIIMMU JIMLEH3HUIO HA 3TOT BUJ AesTenbHOCTH, a Takke PCTOK Poc-
cun 1 OCb Poccun B nipenenax X KOMIETEHLINH.

KOHTpPOJIb KOMIIETEHTHBIX CHELUAINCTOB MOKET OCYILIECTBIATHCA KaK C IOMOLIBIO
LITAaTHBIX CPEICTB CUCTEMBI 3auThl 11/IH, Tak ¥ ¢ TOMOIIBIO CIIEHUATBHBIX MPOTPAMM-
HBIX CPEICTB KOHTPOJIA.

Onenka >¢dexkTuBHOCTH Mep 3amuThl [1/[H MpoBOIUTCS C UCHOIB30BAaHUEM TEX-
HUYECKUX WU MPOTPAMMHBIX CPEACTB KOHTPOJS HA MPEIMET COOTBETCTBUS YCTAHOBJICH-

HBIM TPEOOBAHUSIM.
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8 Cdepbl oTBeTcTBEeHHOCTH 32 Oe30nacHoCcTh [1{H

OTBeTCTBEHHBIM 32 Pa3pabOTKy MEp W KOHTPOJIb Haj obecreueHneM Oe30TacHO-
CTH TIEPCOHAIBHBIX JAHHBIX SBJISCTCS PYKOBOJUTENb YupexkacHus. PykoBoaurenb Mo-
KET JIEJICTUPOBATh YaCTh MOJHOMOYUN 10 00€CIeUeHHI0 Oe30MacHOCTH TIEPCOHATBHBIX
JTAaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAMUTENS BKIIOYAET CIEAYIONIME HampaBiICHUS
obecneuenus 6e3omacHocTu I1/1H:

- [InanupoBanue u peanuzaius Mep 1o ooecneyeHuro 6ezonacuoctu [1/1H;

- Ananu3 yrpo3 6e3omacuoctu [1/1H;

- Pa3paboTKy, BHEIpEHHE, KOHTPOJIb UCIOJHEHUS U TOAJICP)KAHUE B aKTyalbHOM
COCTOSIHUU TOJIUTHK, PYKOBOJACTB, KOHIICNIIUM, TPOLIEAYpP, PETJIAMEHTOB, HHCTPYKIIUM U
JIPYTUX OpTraHU3alMOHHBIX JOKYMEHTOB M0 00eciedeHn0 0€30MacHOCTH;

- Kontpouns 3anmumiennoctd UT uHPpacTpykTypsl YUpexJIeHus oT yrpo3 uHGpop-
MAaI[MOHHOI 0€30IMaCHOCTH,

- O6yuenne u unpopmupoBanue noib3oBateneit MCII/IH, o mopsake paboThl ¢
ITJI1 u cpeacTBaMu 3alUTHI;

- [IpenotBpaliieHue, BBISIBJICHUE, pPEarMpoOBAaHUE W PACCIICIOBAHUE HAPYIICHUU

oe3omacuHoctu I11/1H.

[Ipu B3aMMOAEHCTBAN CO CTOPOHHUMU OPTaHU3ALUSIMU B ClIy4yasX, KOrJla COTPyI-
HUKAM ATUX OpPraHHu3allii MPEJOCTABISIETCS JOCTYI K OOBbEKTaM 3amuThl (pasaen 3), ¢
ATUMU OPTaHMU3AIUSIMU JOJKHO OBITH 3aKio4eHo «CornamieHne 0 KOH(PUACHITHAIbHO-
ctu», bo «CornamieHre o coOMoeHnu pexxuma 6ezonacHoct [1/1H npu BbIOJIHEHUH
pa6ot B UCIT/Ia». [ToaroroBka TUMOBBIX BAPUAHTOB 3TUX COTJIAIIEHUN OCYIIECTBIISCTCS

COBMECTHO C IOpUIANYCCKUM OTACIOM.
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9 Moaejb HApymIUTeJ sl 6€30MACHOCTH

[lon HapymmTeneM B YUpeKACHUM IMOHUMAETCSA JIMIO, KOTOPOE B PE3yJbTaTe
YMBIIUIEHHBIX WM HEYMBIIUIEHHBIX AEUCTBUNA MOXKET HAaHECTH yIIepO 0ObEeKTaM 3alllv-
ThI (pasuen 3).

Hapymurenn noapasaendrorcs no npusHaky npunaginexHoctn k WUCIIH. Bee
HApYILIUTEIH JEIATCSA Ha JBE ITPYIIIBL:

e BHENIHWE HAPYUIUTENU — (PU3NYECKUE JINIA, HE UMEIOIINE MpaBa MpeObIBaHUS

Ha TEPPUTOPUU KOHTPOJUPYEMOW 30HBI, B IMpEAEIax KOTOPOH pa3MeniaeTcs
o6opynosanue UCII/H;

® BHYTPEHHHME HapylIUTENH — (U3MUYECKUE JUIA, UMEIOIINE MPAaBO MPEObIBAaHUS

Ha TEPPUTOPUU KOHTPOJUPYEMOW 30HBI, B MpEAeax KOTOPOl pa3Melaercs
o6opynoanue UCII/IH.

Knaccudukanusa Hapymurenei npejacraBieHa B MOJEIN yrpo3 0€300aCHOCTH Iep-

COHANBHBIX JaHHBIX Kaxkaou MCIIH.
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10 Moaenanb yrpo3 6e30acHOCTH

Jns UCIAn YupexaeHus: BbIACTSIOTCS CIEAYIONIUE OCHOBHBIE KAaTErOPUU yIPO3

0e30macHOCTH IMCPCOHAJIBHBIX TAHHBIX!

1) Yrpo3sl OT yTEUKH MO TEXHUYCSCKHM KaHaJIaM.
2) YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAITUH

- YTpo3bl YHUUTOKEHHUS, XulieHus amnmnapatabix cpeacts UCII/H HocuTe-
neit nabopmanuu myteM pusudeckoro gocryna K anemeraTam UCI/IH.

- Yrpo3bl XUIIEHHS, HECAHKIIMOHUPOBAHHON MOAM(PUKALMKU WU OJIOKHPO-
Banus uHpopmanuu 3a cuer HCJl ¢ mpuMmeHeHreM NporpaMMHO-aNmapaTHbIX U
MPOTPaMMHBIX CPEACTB (B TOM YMCJIE IPOTPpaMMHO-MAaTEMaTUYECKUX BO3JCH-
CTBUH).

- Yrpo3bl HE MPEIHAMEPECHHBIX ACHCTBUM MOJIb30BATENCd W HAPYIICHUH
oe3onacHoctu Gpyukimonupoanus UCIIIn u C3I1/IH B ee cocraBe n3-3a cO0EB B
porpaMMHOM OO€CIEUeHUH, a TaKKe OT YIpo3 HEaHTPOINoreHHoro (cboem amma-
paTypbl U3-3a HEHAJI)KHOCTU JIEMEHTOB, COOEB AJICKTPOMUTAHUS) U CTUXUUHOTO
(YmapoB MOJTHUH, MOXKapOB, HABOJIHEHUH U T.11.) XapakKTepa.

- YTpO3bI IPpEeIHAMEPEHHBIX JEHCTBUM BHYTPEHHUX HAPYILIUTEIICH.

- prO3BI HCCAHKIMMOHUPOBAHHOTO JOCTYIIA 10 KaHaJlaM CBA3H.

OnucaHue yrpo3, BEpOsITHOCTh MX peaM3alliK, ONaCHOCTh U aKTyaJIbHOCTb IMpea-

CTaBJICHBI B MOJIEJIN YTPO3 0€30MMaCHOCTHU MEPCOHATBHBIX JaHHBIX Kaxaoil MCIT/IH.
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11 Mexanu3m peanu3zanuu Konnenmuun

Peanmuzanust KoHnenuuu Ao0JKHA OCYIIECTBISITRCA HAa OCHOBE IMEPCIEKTUBHBIX
MIPOrpaMM U IJIaHOB, KOTOPBIE COCTABIISIIOTCS HA OCHOBAaHUM M BO HCIIOJIHCHUE:

- (pemepanbHBIX 3aKOHOB B 00acTu oOecrneueHuss MHGOPMAIMOHHON Oe30macHo-
CTH ¥ 3alUTHI HH()OpMAIUy;

- noctanoBienni [IpaBurenbcTBa Poccuiickon Denepannu;

- PYKOBOJSIIIINX, OPraHU3alMOHHO-PACTOPSIAUTENBHBIX U METOJIUYECKUX JOKYMEH-
toB ®CTOK Poccuu;

- notpedbHoctert UCII/IH B cpenctBax obecrieueHns 6€30MacHOCTH HH(POPMAIIHH.
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12 Oxunaembliii 3¢ dexT ot peanusaunu Konuenuuu

Peanuzamus Konnenmuu 6e3omacaoctu [1J1a 8 UCIIIH 1103BOIUT:

- olleHUTh coctosiHue Oe3zonacHoctu uHbopmaruu WMCII/IH, BRIABUT UCTOYHUKU
BHYTPEHHHUX M BHEUTHUX yrpo3 WH()OpPMAIMOHHOW 0€30MacHOCTH, ONPEACITUTh MPUOPH-
TETHBIE HAINPABJIECHUS TPEAOTBPALLICHUS, OTPAXKECHUS U HEUTPAIU3alUH 3TUX YTPO3;

- pa3paboTaTh pacnopsauTENbHbIE W HOPMATUBHO-METOJAMYECKUE JOKYMEHTHI
npumenutensHo kK UCI/IH;

- mpoBecTH Kiaccudukaiuo UCITIH,

- MPOBECTU OPTaHU3AIMOHHO-PEKUMHBIC U TEXHUYECKHUE MEPOIPHUATUS MO obec-
neueHuto 6e3omnacHoctu [1J1a 8 UCIIdH;

- o0ecreyuTh He0OXOIMMBIN YPOBEHb O€30MaCHOCTH OOBHEKTOB 3aIUTHI.

OcyIIecTBIEHUE 3TUX MEPONPUSITHI O0ECIEUUT CO3/IaHUE €IUHOMU, IIEJTOCTHOU U
CKOOpPJIMHUPOBaHHOUW cuctembl MHGopmarmonHon Oe3zonacHoct MCII[In u cosnmact

YCJIOBUA I €C IIEIJIBHCﬁHICFO COBCPIICHCTBOBAHMA.
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13 CnucoK MCI0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBBIMH U METOJAMYECKUMHU JTOKYMEHTaMH, Ha KOTO-
pBIX 6azupyertcs HacTosmas Konuenius, siBiastoTcs:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHaTbHBIX JaHHBIXY,
yCTaHaBIMBAIOIUI OCHOBHbIE IPUHLIUITBI U yciaoBUs 00padoTku [1/1H, mpaBa, o0s3aHHO-
CTH ¥ OTBETCTBEHHOCTh YYAaCTHUKOB OTHOIIECHUH, CBsA3aHHBIX ¢ 00paboTkoi [1/1H.

2 «[Tonoxxenne 06 obecreueHnr OE30MACHOCTH TMEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX», yTBepKIeHHoe [1o-
cranoBisieHneM IIpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «Ilopsmox mpoBeaeHus kiaccupukanuu WHOOPMAMOHHBIX CHCTEM MEPCOHATb-
HBIX JaHHBIX», yTBepkACHHbIN coBMeCTHBIM [Ipukazom ®CTIK Poccum Ne 55, ©®Ch
Poccuu Ne 86 1 Munnngopmcesizu PO Ne 20 ot 13.02.2008 1.

4 «IlonoxxeHue 06 0COOEHHOCTSIX 00pPabOTKU MEPCOHATBHBIX JAaHHBIX, OCYIIECTB-
asiemoii 0e3 UCTOIb30BaHUs CPENICTB aBTOMATU3alluny, yTBepkaeHHOoe [locTaHoBIeHHEM
[IpaButenscTBa PO ot 15.09.2008 1. Ne 687.

5 «TpeboBaHusi K MarepuaIbHBIM HOCHUTENISIM OHOMETPUUYECKHX MEPCOHATBHBIX
JAHHBIX ¥ TEXHOJIOTUSM XPAHEHUS TaKUX JAaHHBIX BHE WH(GOPMAIIMOHHBIX CHCTEM TMEPCo-
HaJIbHBIX JAaHHBIX», YTBepkaeHHbIE [locTanoBnennem IIpaBurensctBa PO ot 06.07.2008
r. No 512.

HopmatuBHo-MeToauueckue nokyMeHThl DenepanbHON CIyX Obl IO TEXHUYECKO-
My M 3KcrepTHOMYy KoHTpousito Poccuiickoit ®eneparun (nanee - ®CTIOK Poccun) mo
obecnieuenuto 6e3omacuoctu [1/1n mpu ux o6padotke B UCIIH:

1. PexomeHnpmanuu mo oOecredeHno 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX TMPH
ux 00paboTke B MH(POPMAIMOHHBIX CHCTeMaX MEPCOHAIBHBIX JTaHHBIX, YTBEP-
*nenubie 3am. aupekrtopa ®CTIK Poccun 15.02.2008 r. (JICIT)

2. OCHOBHBIC MEPOIIPHATHS 110 OPTaHU3AIMN U TEXHUYECKOMY 00€CTIeUeHUI0 0e3-
OITACHOCTH MEPCOHAIBHBIX JAaHHBIX, 00pabaThIBA€MbIX B HHPOPMAIIMOHHBIX CH-

CTEMAaxX NEPCOHANBHBIX JAHHBIX, YTBEpKICeHHbIE 3aM. nupekTtopa PCTIK Poc-

cum 15.02.2008 r. (JICII)
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3. bazoBas Mmoaenb yrpo3 6e30macHOCTH MePCOHATBHBIX JaHHBIX MPU WX 00paboT-
K€ B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHANTBHBIX JAHHBIX, YTBEPKICHHAS 3aM.
nupekropa @CTIK Poccun 15.02.2008 r. (ACIT)

4. Metonuka ompenencHus aKTyalbHBIX YIpo3 O€30MacHOCTH TEPCOHATBHBIX
TAHHBIX TpU UX 00paboTke B WMHMOPMAIIMOHHBIX CHUCTEMax IEePCOHATBHBIX

JaHHBIX, yTBepkaeHHas 3aM. nupekropa DCTIK Poccun 15.02.2008 r. (ACII)
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